LOCATION AWARE WEB-CRAWLING WITH
THE USE OF MIGRATING CRAWLERS

Odysseas Papapetrou

December 22, 2003



Contents

1 Introduction 1
1.1 General . .. .. . . . . e 1
1.2 Motivation. . . . . . . . e 2
1.3 ANOVEIVIEW . . . . . . o e e e 3
1.4 ToolsandLanguages . . . . . . . . . . . o i v i i i 3
2 Anintroduction to the Mobile Agents paradigm 4
2.1 Introduction . . . . . . ... 4
2.2 Mobile agents: A paradigm for the future . . . . ... ... ... ... 4
2.3 Applications of mobileagents . . . ... ... ... ... .. .. 7
3 Architecture of a complete search engine 8
3.1 Introduction . . . . . . . . . .. 8
3.2 Searchengines ... ... ... . . ... ... 8
3.3 Thethree partsofasearchengine . ... ................ 9
3.3.1 The publicly available searchengine . . . . .. ... ...... 10
3.3.2 Thedatabase ... ... ... ... ... .. .. L. 11
3.33 Thewebcrawler . ... ... ... .. ... ... ... ... 12
3.4 Current methods for updating the search engine databases . . . . . . . . 15
3.4.1 Traditional and parallelwebcrawling . . .. ... ... .. .. 15
3.4.2 Distributedwebcrawling . . . . ... ... ... .. ... .. 17
4 The original UCYMicra 19
4.1 Introduction . . . . . . . .. 19
4.2 Architectureof UCYMicra . . . . . . . . . ... .. 19
4.2.1 The Coordinator Subsystem . . . . .. ... ... ....... 20
4.2.2 The Mobile Agents Subsystem . . . . . .. ... ........ 21
4.3 Deploymentof UCYMicra . . . . .. ... .. ... .. .. ..., 21
4.4 SecurityinUCYMicra . . . .. . .. . . i 23
4.5 EvaluatingUCYMicra . . .. .. .. . ... ... 24



4.6 Advantagesof UCYMicra . . ... .. ... ... ... 25

Location aware web crawling 27
5.1 Introduction . . . . . . . . . .. 27
5.2 Locationawareness . . . . . . . . . . e 28
5.2.1 The need for locationawareness . . . .. .. ... ... .... 29
5.2.2 Evaluation of location aware web crawling . . . . .. .. ... 29
5.2.3 Theneedforprobing . . ... ... ... ... ......... 31
5.3 Brute-force location awarewebcrawling . . . . . ... ... ... ... 32
5.3.1 Method optimization . . . . .. ... ... ... ... ..., 33
5.3.2 Conclusions from the brute-force location aware web crawling . 34
54 Conclusions . . . . . . .. e 34
HiMicra 35
6.1 Introduction . . . . . . . . . .. 35
6.2 Overviewof HiMicra . . . . . . . ... ... . . . 36
6.3 TheCoordinatorsystem. . . . . . . . . ... .. ... ... ... 37
6.4 The Mobile Agents subsystem . . . . . ... ... ... ........ 38
6.5 Constructingthe hierarchy . . . ... .. ... ... ... ....... 39
6.6 Using the hierarchy to delegatethe URLs . . . . . .. .. ... .... 42
6.7 Dynamic calibration of URL delegations and load balancing . . . . . . 44
6.8 Evaluationof HiMicra . . . . .. ... ... ... ... ........ 45
6.9 Conclusions from the HiMicrasystem . . . . .. ... ... ... ... 47
IPMicra 48
7.1 Introduction . . . . . ... 48
7.2 IP based hierarchy for location awareness . . . . . .. ... ... ... 49
7.3 Regional InternetRegistries . . . . . . . ... ... 0oL 49
7.4 Anoutline of the IPMicrasystem . . . . . ... ... ... ....... 50
7.5 The IP address hierarchy and crawlers placement . . . . . ... .. .. 50
7.5.1 Constructing the IP addresses hierarchy . . . . .. ... .. .. 51
7.5.2 Inserting and removing migrating crawlers from the system . . 51
7.5.3 Maintaining the IP address hierarchy . . . .. ... ... ... 52
7.6 The URL delegation procedure . . . . . . .. .. ... ... ...... 53
7.6.1 HandlingofnewURLs . . .. ... ... ... .......... 54
7.6.2 Dynamic calibration of URL delegations . . . . .. .. .. .. 57
7.6.3 Bottleneck elimination and load balancing . . . . . . ... ... 58
7.7 The evolutionary nature of IPMicra. . . . .. ... .. ... ...... 60
7.8 EvaluationofIPMicra. . . ... ... ... ... ... .. ... ..., 62



7.9 IPMicracomparedtoHiMicra . . ... ... ... .. ......... 64
7.10 Conclusions from the IPMicrasystem . . ... ... ... .. ..... 64
Evaluation scenarios and analytical results 66
8.1 Introduction . . . . . . . .. 66
8.2 Evaluation of location aware webcrawling . . . . . ... ... ... .. 67
8.3 Evaluation of the probingmetrics . . . . . . ... ... ... ...... 68
8.4 Evaluation of the brute force webcrawler . . . . ... ... ... ... 69
8.5 EvaluationofHiMicra . ... ... ... ... ... ... ....... 70
8.6 EvaluationofIPMicra. . . ... ... ... ... .. .. ... ..... 74
Conclusions and Future Work 80

9.1 Conclusions . . . . . . .. e 80
9.2 Futurework . . . . . . . 81



Summary

Most of the modern search engines are based in the well-known web crawling model.
A centralized crawler or a farm of parallel crawlers are dedicated to the process of
downloading the web pages and updating the database. However, the model fails to
keep pace with the size of the web, and the frequency of changes in the web documents.
For this reason, there have been some recent proposals for distributed web crawling,
trying to alleviate the bottlenecks in the search engines and scale with the web.

In past work [36, 35] we proposed a distributed web crawling paradigm based on
mobile agents, called UCYMicra. We also evaluated the model, which proved to be
significantly faster and more efficient than the traditional, centralized approach. Our
proposal, powered from a paradigm especially developed for mobile code (the mobile
agents paradigm), did not have the inefficiencies and concerns of earlier distributed
crawling alternatives. Furthermore, some important novel optimizations applied in
UCYMicra were helping the system outperform all its opponents. However, neither
UCYMicra, none of the other distributed crawling proposals was considering a location
aware model for faster downloading of the web pages.

In this work, facilitating the flexibility and extensibility of UCYMicra, we consider
adding location awareness to distributed web crawling, so that each web page is crawled
from the web crawler logically most near to it, the crawler that could download it the
faster. We evaluate the location aware approach and show that it can reduce the time
demanded for downloading to one order of magnitude. We also propose two different
heuristics to succeed location awareness in a distributed web crawling system with neg-
ligible overhead. The evaluation of these heuristics reveals that the distributed location
aware approach can improve distributed web crawling dramatically without important
overhead, and can help toward alleviating the bottlenecks faced from the commercial
search engines.
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1.1 General

Internet is considered from many scientists the great revolution of the last decade. The
most known application running over the Internet, World Wide Web, managed to get
into every scientific laboratory and every school of the modern world, and become one
of the most essential tools for knowledge, teaching, researching, even commerce.

World Wide Web is expected to contain several billions of available documents, and
from many researchers is seen as a big (the biggest) database system. However, the
organization of documents in the WWW does not facilitate easy searching or locating
data. WWW, unlike any other database system, does not include any indexing system
itself, that can help discovery of data easy and efficient. Instead, the millions of users of
the WWW are solely dependent on search engines for searching through the Internet.

The task of updating the information stored in the search engine databases is usually
performed by web crawling. A web crawler, or most usually, a farm of web crawlers are
assigned the task of downloading pages from the web, processing them, and integrating
the processed results in the search engine database. Web crawling however is limited
from several severe bottlenecks. For this reason we recently proposed a distributed web
crawling approach able to solve these bottlenecks and scale gracefully with the Internet.
UCYMicra was powered from mobile agents which were migrating in the available
hosts and performing web crawling of the pages assigned to them in low use hours.

The new approach presented in this work is built in the UCYMicra application.



More specifically, UCYMicra is now enhanced with location awareness. We propose
the delegation of each URL to its most near available web crawler in order to reduce
the required time to download the web pages. We suggest two novel ways to enable the
location-based delegation, that run with negligible network and processing overhead
and have near-to-optimal results.

1.2 Motivation

Indexing the Web has become a challenge due to the Web’s growing and dynamic na-
ture. A study released in late 2000 reveals that the static and publicly available Web
(also mentioned as surface web) exceeds 2.5 billion documents, while the deep Web
(dynamically generated documents, Intranet pages, web-connected databases etc) is es-
timated to be three orders of magnitude larger [30]. Furthermore, Google [22] now
reports more than 3.3 billion documents crawled. Other studies show that the Web is
growing and changing rapidly (more than 40% of the pages per week) [9], while no
search engine succeeds coverage of more than 16% of the estimated Web size [28].

Web crawling (or traditional crawling) has been the dominant practice for Web in-
dexing by popular search engines and research organizations since 1993, but despite
the vast computational and network resources thrown into it, traditional crawling is no
longer able to catch up with the dynamic Web. Consequently, popular search engines
require up to 6 weeks in order to complete a crawling cycle for the non-paying sites [44].
Moreover, the centralized gathering nature of traditional crawlers and the lack of coop-
eration between major commercial search engines are two more reasons toward these
inadequacies.

The absence of a scalable crawling method triggered some significant research in
the past few years. For example, Focused Crawling [5] was proposed as an alterna-
tive method but it did not introduce any architectural innovations since it relied on the
same centralized practices of traditional crawling. As a first attempt to improve the
centralized nature of traditional crawling, a number of distributed methods have been
proposed (Harvest [3, 2], Grub [29]), yet, with important limitations. Fielder and Ham-
mer in [18, 15] also proposed a distributed crawling method. However, all of these
proposals had important limitations prohibiting them from being utilized in the actual
Internet environment.

Trying to solve the problems of centralized crawling as well as the limitations of dis-
tributed crawling proposed in [29, 18, 15, 3, 2], we recently suggested UCYMicra [36],

a distributed crawling methodology powered by mobile agents, migrating to different
hosts in the Internet, crawling the web and sending back the processed data. However,
while the initial proposal of UCY Micra outperformed traditional crawling significantly,



it did not take full advantage of the offered distribution. Any new URL was delegated
randomly to one of the available migrating crawlers, taking no consideration for the
location of the URL.

For this reason, in this work we suggest applying location awareness in UCYMicra,
which will enable near-optimal delegations of the new URLSs to the migrating crawlers
and eventually reduce the downloading time. We propose two distinct approaches to-
ward location awareness. Both the approaches have impressive results with negligible
execution overhead.

1.3 Anoverview

Following this brief introduction, we will describe the mobile agents paradigm, which is
used for the implementation of this work. In chapter 3 we will discuss the architecture
of a complete search engine, look into the three basic parts of a search engine, and
mention the current trends in keeping the search engine’s database updated. Then, we
will briefly describe UCYMicra, a previous work that will be used in this work.

Following, in chapter 5 we will propose and describe location aware web crawl-
ing, and show how this can help toward alleviating important bottlenecks from the
web crawlers. Then, we will propose and evaluate HiMicra and IPMicra, two methods
that can actually perform a location aware delegation of domain names to the available
URLSs, without expensive probing. In chapter 8 we will report on the evaluation of lo-
cation aware web crawling, HiMicra, and IPMicra. Finally, we will conclude with our
final conclusions from the project and some planned future work.

1.4 Tools and Languages

The implementation of this project requires Sun’s Java 2 Platform, Standard Edition
(Java 1.4 or newer). We also require Voyager mobile agents platform, available from
Objectspace. For database storage, we use the MySQL database server, and for the
connection of the software with the database we use JDBC drivers. All the required
software is already installed in the department’s servers.



Chapter 2

An introduction to the Mobile Agents paradigm

2.1 Introduction 4
2.2 Mobile agents: A paradigm for the future 4
2.3 Applications of mobile agents 7

2.1 Introduction

In this chapter we will look into the mobile agents paradigm which is used during the
implementation of this work. We will start by describing the mobile agents paradigm.
Then we will demonstrate the main application areas of the paradigm.

2.2 Mobile agents: A paradigm for the future

Mobile agents are autonomous processes, dispatched from a source computer to a target
host to accomplish a specific task [6]. The mobile agents include the computation (the
code) along with their data (variables) and execution state. When a mobile agent decides
to dispatch to a remote server, it ceases working and moves to the target host over the
network (as a serialized object). As soon as the agent code arrives to the target server
it is received from the mobile agents platform and reassembled to the original mobile
agent instance. Then the mobile agent continues working.

The mobile agents paradigm was initially proposed as a distributed computing paradigm.
However, the flexibility of the model soon enabled many new applications, mainly in the
area of Internet and wireless (mobile) computing. Many distributed computing appli-
cations use mobile agents to remain operational during network disconnections. There
are also many suggestions for using mobile agents for more efficient facilitation of the
network resources.



The advantages of the mobile agents paradigm are very important. The new paradigm
even enables applications that could not be implemented at all without it. More specifi-
cally, the mobile agents paradigm has the following advantages:

Simplifies distributed applications The mobile agents model simplifies the implemen-
tation of distributed systems based on asynchronous communication [16, 6, 17]
(even very large systems that would be difficult to implement with any other ap-
proach). Furthermore, due to the independence of the mobile agents from the
underlying operating systems, the model is very attractive for implementing dis-
tributed applications in heterogeneous systems [6, 17].

Reduces the network usagdJsing different techniques (e.g. processing and compres-
sion before transmission or filtering the data before transmission according to the
business logic) the mobile agents can importantly reduce the size of the transmit-
ted data over the network [16, 6, 27, 17].

Enables real-time monitoring Real time monitoring of remote systems over the net-
work often demands expensive network resources. Furthermore, in time-critical
applications, monitoring from a remote system could prove not adequate. The
mobile agents paradigm enables the monitoring code to dispatch and install in or
near the target computer (the machine we need to monitor), inexpensively monitor
for new events, and react in real time [16, 6].

RobustnessDue to the independence of the mobile agents, the paradigm can be used
to create robust distributed network applications that can handle network failures
and still perform well [16, 6, 21].

Low requirements The mobile agents paradigm compared to some other distributed
computing paradigms has low hardware/software requirements [6, 27]. This makes
the paradigm very attractive for applications involving hardware with limited re-
sources e.g. mobile phones and portable data terminals.

However, as with any evolving paradigm in computer science, the scientific com-
munity detected several important limitations and problems of the mobile agents model.
The most important of these problems follow:

Security issuesAllowing foreign processes to use resources of the machine is very
dangerous [31, 27, 6]. The foreign processes may be malicious, and attempt to
make damage to the machine or use the network resources of the machine to
perform a network attack. Furthermore, even in the case that efficient and secured
authentication is supported, launching a third party mobile agents platform in the



machine, which requires opening some of the ports of the machine, practically
exposes the machine to many more dangers.

The security issue is the most important drawback for the mobile agents paradigm.
Most of the modern mobile agents platforms offer several authentication methods
to secure the host computer and its resources from malicious and unsigned code.
However, there is still much needed work.

Acceptance from the human factor Mainly due to ignorance but also due to the se-
curity issues remaining to be solved, the mobile agents paradigm is not widely
accepted from the human factor [31].

Requirement of specific platforms In order for a mobile agent to dispatch to a remote
machine, the machine must run a suitable platform to accept the mobile agent [31].
None of the operating systems currently available allows the system to host mo-
bile agents, so, a mobile agents platform must be run in the system. This is the
case with all the distributed systems today e.g. CORBA, since these platforms
never get in the default functionality of any operating system for security reasons.

Reliability A mobile agent moving to a remote machine is not necessarily moving in
a friendly and trusted environment [31]. The remote machine may, in purpose or
by mistake, try to kill it, alter or read its data, or modify its functionality. The
mobile agent also cannot make any assumptions about the resources available in
the remote system.

Performance Due to the languages used for implementing mobile agents(mainly java)
systems based in mobile agents often have poor performance [27]. Fortunately
this does not remain true with the advances in the java language, but several older
implementations of mobile agents (with java 1.1) were significantly slow.

Portability of the mobile agents Some older mobile agent platforms were implemented
for a limited number of operating systems [31, 27]. Thus, these platforms were
rather unpractical for the real life. Furthermore, some other platforms were sup-
porting OS-dependent mobile agents (i.e. implemented in scripting or system-
dependent languages). Finally, there is no cross-platform support between the
different mobile agents platforms. Mobile agents created in one platform can-
not be hosted in another platform, even if they are both constructed in the same
language e.g. java.

Communication protocol The mobile agents paradigm favors communication between
the mobile agents. There have been some attempts to construct a communication



protocol, an Agent Communication Language, so that agents constructed from
different developers or from different applications can collaborate for a common

cause. However, this is still research work, and not supported by any mobile
agents platform [27].

2.3 Applications of mobile agents

There have been many reports in the past for using mobile agents for constructing dis-
tributed applications. The inherent mobile agents characteristics (mainly the ability to
move nearer to the data and independence) can empower many distributed applications
and offer more robust and easier solutions. The main application areas of the mobile
agent paradigm follow [25]:

Distributed computing The inherentindependence that characterizes the mobile agents
makes the model very attractive for constructing robust distributed applications [13].

Remote computing In the case of a task that must be performed to a remote computer
(e.g. because the computer is overloaded or because the task needs to make some
measures on a remote machine), then the mobile agents paradigm can be used.

Periodic monitoring In the case we require periodic monitoring of a remote machine,
then it is better to send a mobile agent in the remote machine, in order to make
monitoring easier and light for the network. Furthermore, this way we can react
faster (in real time) to events.

Disconnected and weakly connected operationk the case of a series of operations
that must be performed at a remote machine which is not constantly connected to
the network, or connected with weak connection, a mobile agent can migrate to
the remote machine and perform the operations there, storing any results in the
local memory (e.g. in [41]). Upon reconnection, the results (if any) can be sent
back to the central server for further processing.

There are many successful applications powered from mobile agents. For example,
DITIS [38] uses mobile agents to support mobile users, and UCYMicra [36] uses mobile
agents to crawl the web. Furthermore, Samaras et al. in [40, 37] suggest a number of
methods based on mobile agents for optimizing distributed database systems.
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3.1 Introduction

In this chapter we will describe the main parts of a search engine. We will also elabo-
rate on the most important problems that the search engines face and describe several
approaches on updating the search engines databases (web crawling).

3.2 Search engines

The web is considered from many scientists as one huge distributed database. This
is because the distributed nature of the web approaches the nature of the distributed
databases. However, unlike the ordinary databases, the web does not offer any indexing
and searching functionalities/abilities. This functionality is not at all supported from the
initial proposal for the web and the underlying protocols. The searching and indexing
tasks for the web are currently handled from specialized web applications, called search
engines. Without them, the web, being so unorganized, rather ‘chaotic’, could not scale.
Up to now, the search engines managed to serve their purpose well, and index enormous
numbers of web documents.

There are many publicly available search engines in the web today. These search
engines can be categorized in two categories: (a) the search engines that maintain their
own database with information from the World Wide Web, and (b) the so called meta-
search engines (e.g. MetaCrawler [24]), that perform searches by facilitating services
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Figure 3.1: A generic search engine architecture

provided from other search engines. More specifically, the former search engines use
web crawlers to crawl as many pages as possible (to collect as much data as possible),
while the latter answer to the search queries by combining query results from other
search engines, with no need to keep their own database with updated information.
There are also some combinations of the two approaches in some search engines, used
for better results.

Some commercial search engines, in order to increase their users, also enable several
value-added services. For instance, Google enables interaction based in web-services.
Any programmer can perform queries by invoking a web service from the Google web
server. Moreover, most search engines today also index FTP sites and newsgroups,
thus increasing in functionality. Furthermore, some of them offer language tools (e.g.
searching returns pages only in a specific language) or facilitate an alerting functionality
when a page changes.

We will now elaborate more on the architecture of the modern search engines. We
will also study some of the main problems faced from the search engines today, and see
the various approaches used for updating the data.

3.3 The three parts of a search engine

While most varying in functionality and quality of service, all the modern search engines
with databases (not the meta-search engines) can be divided in the three parts visible in
figure 3.1:

The publicly available search engineThis includes the HTML interface where the
users submit their queries, and the mechanism for serving these queries. This part



is very important for the search engines, since this is the only visible part to the
end-users. This part is actually more complex than it sounds, but it is completely
out of the scope of this work to elaborate on it.

The database The database stores all the crawled data from the web crawlers. The
search engine queries the database in order to answer to any user’s request. Fur-
thermore, the database feeds the downloader with URLSs to download. The infor-
mation stored in the database are usually updated from the processor.

The web crawling systemThe web crawling system is the subsystem responsible for
maintaining the search engine database and incorporating the changes from the
web. Most of the times multiple instances of this component run in parallel, in a
farm of cheap computers, connected with very high bandwidth, in order to allevi-
ate the processing bottleneck. The web crawlers download and process as many
web pages from the web as possible, by using the standard HTTP protocol. Due
to their functionality, the web crawlers often run into severe network bottlenecks.

All the three parts of the search engine communicate with high-speed network con-
nection, in order to minimize delays from the parallel processing. For more flexibil-
ity [19, 34], the web crawling system in most of the proposals is architecturally broken
into two subsystems, the downloader and the processor, which are described below:

The downloader The downloader downloads the web pages from the Internet and sends
them to the processor for further processing. There are many approaches toward
optimizing the downloader’s functionality, but they are all limited from the band-
width of the search engine’s Internet connection.

The processor The processor receives the downloaded web documents, processes them,
and incorporates them in the search engine’s database.

We will now look the three subsystems of a typical search engine in more detail.

3.3.1 The publicly available search engine

As already mentioned, this is the only part visible to the end-users. Using a web in-
terface, the users perform their queries and receive their indexed results. The publicly
available search engine includes, apart from the web interface, a search mechanism in
order to facilitate queries in huge search engine tables, as well as procedures for ranking
the results and returning the answers as web pages.

The search is usually performed based on keywords. There are several methods
proposed for optimizing the search process, and this is an important aspect of the search
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engines, since they receive thousands of queries per second, and they have to search
through huge tables before returning the answer [4]. There are also several methods for
performing a query-oriented ranking on the web pages, so that the most relevant (with
the query) pages are returned first. However, while an exciting research subject, for the
purpose of this work we do not need further analysis on the publicly available search
engine.

3.3.2 The database

The database is the most important part of our search engine since it contains all the
information used for answering the users requests. An updated database would mean
better search results. Furthermore, a large database, containing bigger portion of the
web’s available documents, can give more complete answers compared to a smaller
database.

The search engine databases typically have an enormous size (several thousands of
terrabytes). Keeping a database of such a size and and enabling fast searching and easy
updating from many concurrent processes [20] is not at all trivial. More specifically,
any search engine database must offer-enable the following functionalities:

1. Fast searching for the pages that include a (set of) word(s). This is needed for
answering the user queries

2. The ability to find all the words that are included in a web page, or a set of web
pages. This is needed for the updating procedure

3. The ability to quickly delete, update or insert new records, and at the same time
update all the relevant indexes

4. The ability to concurrently serve thousands of users and processes

5. The ability to expand in more than one hard disk drives and machines, due to its
enormous size

For this reason the search engine databases are usually distributed in several servers.
There are also several tailor-made indexing and searching techniques for optimization
reasons.

Usually, instead of using ready-made solutions from third parties (i.e. commercial
SQL servers), most of the search engines construct their own database systems accord-
ing to the required needs [20, 4, 47].

Google Bigfiles:One of these systems (one of the few that are publicly described), is
the database used for the Google search engine (a preliminary, academic version). The
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database, described in [4] was built from scratch and distributed in several machines.
The system enables the fragmentation of the database to several files, that can be hosted
in different machines, completely transparent from the user (the user realizes only one
database, and only one file. The fragmentation system is called Bigfiles). The files are
saved in their own filesystem that optimizes the required functionality, and allows 64-bit
addressing (permitting files of up to 1718° Gigabytes).

Furthermore, a specific database design enables faster searches. The database con-
tains theepository  , atable with the complete (compressed) text for every html page
crawled, and théexicon , atable that keeps the most important keywords from all the
web pages, and assigns them an identification number. Alsdpthenent table con-
tains specific information for every stored URL (i.e. the PageRank). hittist
implements the M:M relation between the two tabldsqument andlexicon ). The
hitlist table also contains a rank (the importance of the word on each page). Fi-
nally, in order to enable faster searching and updating, we have two indexes built in our
database, thiorward index and theeverse index. Theforward index enables
fast searching for web pages related to a keyword, whileg¢kierse index enables
fast updating of the database with data from new or updated web documents.

3.3.3 The web crawler

The web crawling system is the subsystem responsible for maintaining the search en-
gine database and incorporating the changes from the web. The efficiency of the web
crawling system is directly analogous to the available Internet bandwidth dedicated to
the system.

Multiple instances of the web crawler can run in parallel, in a farm of cheap com-
puters, connected with high bandwidth, in order to alleviate the processing bottleneck.
The web crawlers download and process as many web pages from the web as possible,
by using the standard HTTP protocol. Furthermore, several optimization techniques can
increase the web crawlers’ throughput.

Several researchers find an alternative approach more suitable for the web crawling
task. More specifically, they structurally separate the web crawler in two distinct com-
ponents, namely the downloader and the processing component. These components run
in parallel, and have high independence between each other. This results to better flexi-
bility and more efficient distribution of the load in the collaborating computers [19, 34].
Furthermore, several other optimizations are more easily adopted in the model, and the
throughput is generally improved.

The Downloader The downloader is a very important part of the web crawler. This
process uses standard HTTP requests to download web pages from the web. The down-
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loader issues a series of parallel HTTP-GET requests to download a set of web pages.
The pages are then forwarded to the processor in order to be processed and integrated in
the database. While simple in functionality, the downloader is not so simple in imple-
mentation. The process of downloading hundreds of pages per second through a single
line of communication is not trivial since the performance is limited from the network
capabilities. Furthermore, the downloaders have segex@ad manners that have to
follow, in order to avoid creating any troubles in the targeting web servers.

Some of the optimization techniques that are usually applied to the downloaders for
alleviating the network bottleneck follow:

TCP Connection reusability The downloaders keep one TCP connection open for each
IP and reuse it until they download the whole contents of the web-server. This re-
sults to important time and network savings [4, 19].

Compression Some web servers enable compression(usually with the GZIP algorithm)
of web pages before sending them to the requested client. The downloader, as with
any HTTP client, may define in its request that it can accept a compressed web
page, and perform decompression locally. This significantly reduces the network
usage. However, not all the web servers support compression. Furthermore, at
most of the cases, compression is disabled from the web server administrators in
order to save processing power from the web servers.

Conditional GETs Most of the downloaders perform conditional GET requests. Con-
ditional GETs are defined in the standard HTTP 1.1 protocol [12] (and imple-
mented from most web servers). They force the web servers to return the com-
plete page only if the page is changed after a specific date. In the opposite case,
a NOT MODIFIED (HTTP 304 response code) message is returned to the client.
This saves important network resources and significant time in the case where the
page is not updated since the last crawl [39].

Varying refresh frequency Not all the pages need to be crawled often. Some of the
pages (e.g. CNN news network home) get updated every few minutes, while
some others do not change for a whole year. Furthermore, some web pages are
considered more important than some others (i.e. a university’s web page would
be more important than a personal web page). For this reason, most of the com-
mercial search engines crawl the important web pages and the web pages that
are expected to get updated often (based on previous observations), with higher
frequency than the pages updated rarely [32, 46, 10].

DNS caching While the downloading of URLs is the main reason for the network
bottleneck, the DNS resolutions also create an important network traffic. Fur-
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thermore, a bottleneck in the DNS servers is expected to happen, affecting the
throughput importantly [3, 2, 4, 19, 34]. For this reason, advanced implementa-
tions of the downloader or the web crawling component include a limited, inex-
pensive, DNS cache, which however results in significant performance improve-
ment.

Applying the suggested optimizations and several others significantly increases the
downloading rate and improves the network bottleneck. However, we have to note that
centralized web crawling seems to fail to scale with the web'’s size, since search engines
currently have a very small percentage of the web crawled, ignoring important web
pages and missing valuable information. For this reason there were many distributed
crawlers proposed up to now that try to alleviate the network and other bottlenecks.
Namely, this is why the writers in [4] suggest that the ideal approach for the web crawl-
ing problem is the distributed approach. However, previous attempts to a distributed
web crawling approach were facing other important issues that prohibited them from
being commercially deployed.

The Processing component As already mentioned, the processing component is re-
sponsible for extracting the most important information from the web documents and
saving them to the database. The most usual approach is to try to extract all the key-
words from a web document, and give them an importance rank (based on the position
of the word in the page, the page context, and several other heuristics). The occurrence
and ranking for these keywords for each page is then saved in the database, to facilitate
keyword-based searching.

The processing component performs computationally expensive string processing
in order to extract high quality information. Thus, the component often runs into a
processing bottleneck, which can be alleviated by providing more computational power
in the system, and running multiple instances of it. However, this approach, as with
any approach for alleviating any bottleneck in the traditional web crawling system, is
prohibitively expensive.

Page Ranking: For any given query of keywords, we expect to find many relevant
web pages. Thus, it is important for the users to get the most related and most important
web pages first. The relevance of the page with any given keyword is identified dur-
ing processing of the page (from the processing component), and saved in the database.
Moreover, the processing component (or another independent process) defines an im-
portance of each page. For this reason, there are many proposed algorithms, usually
based in the number of links showing to each page (backlinks), in the number of pages
in each site, and several other heuristics.
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The most known algorithm for ranking of web documents is PageRank [33, 4], pro-
posed and used in the original (academic version) Google. PageRank ranks the im-
portance of each page based on the links from other pages to the target page, and the
importance of these pages (recursively computed). The PageRank algorithm in Google
was executed periodically, and the importance ranks were stored in the database for fu-
ture reference. The same algorithm was used in many experimental search engines very
successfully.

3.4 Current methods for updating the search engine databases

As already mentioned, the most difficult part in search engines is to keep an updated
database. The web changes constantly. Pages are added, changed, or removed every
day from the web. Cho and Garcia-Molina in [9] detected that nearly 40% of the web
change in a period of one week, and in a later study [11] they report an even higher
frequency of changes.

The initial proposal in the search engines (abandoned a long time ago) was to re-
guest from the web page owners to file their web page with a set of keywords in the
search database manually. Each web page developer was manually submitting the web
page URL and a set of characterizing keywords to the search engine by using a simple
web form. Similar in practice, the web page developer would re-submit the set of key-
words in case of a web page being changed importantly. However, soon this kind of
update proved impractical and inefficient. Not all the page developers were submitting
their URLs manually, and, most importantly, many pages were created dynamically, or
changed very often. Furthermore, the number of search engines was increasing and the
web developers (or the owners of the pages) could not update all of them.

The trend for keeping the search engines updated is using web crawlers, software
that can download and process a mass amount of web pages, and store the processed
results (usually in form of keywords) in the database.

3.4.1 Traditional and parallel web crawling

For the last decade, single-sourced (or centralized) Web Crawling has been the driving
force behind the most popular commercial search engines. Most search engines per-
form a local parallelization of the web crawling task by keeping a farm of web crawlers
running in local machines. The web crawlers (as described in section 3.3.3) are pro-
grams that keep downloading URLS via the Internet, processing them in order to extract
the keywords or other important data, and integrating the results in the search engine
databases.
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The Google [22] and the AltaVista [43] search engines employ an incremental farm
of local running crawlers in order to reach a daily dose of a few hundred millions down-
loads, while the allocation of more computational resources is often announced. How-
ever, with the great expansion of the web, especially in the past four years, the tra-
ditional crawling model appears inadequate to adjust to the new facts since crawlers
are no longer able to download documents with the daily rate required to maintain an
updated index of the web. A relatively recent survey suggests that no search engine
succeeds coverage of more than 16% of the estimated web size [28]. More specifically,
the traditional crawling model fails for the following reasons:

e The task of processing the crawled data introduces a vast processing bottleneck at
the search engine site. Distributed processing of data (at the remote Web servers),
which would have alleviated the bottleneck, is not available through the current
HTTP protocol used by crawlers. Current practices to alleviate this bottleneck
are focused in the addition of more computational resources. However, the latter
complicates resources coordination and increases the network traffic and cost.

e The attempt to download thousands of documents per second creates a network
and a DNS lookup bottleneck. While the latter bottleneck can be partially re-
moved using a local DNS cache, the former can only be alleviated by constantly
adding more network resources.

e Documents are usually downloaded by the crawlers uncompressed increasing in
this way the network bottleneck. In general, compression is not under full fa-
cilitation since it is independent from the crawling task and cannot be forced by
the crawlers . In addition, crawlers download the entire contents of a document,
including useless information such as scripting code and comments, which are
rarely necessary for the document processing.

e The vast size of the Web makes it impossible for crawlers to keep up with doc-
ument changes. The revisiting frequency for non-sponsored documents, in some
of the biggest commercial search engines, varies from 4 to 6 weeks. As a result,
search engines deliver old content in search queries.

Moreover, the current crawling model has negative consequences for the complete
Internet infrastructure:

e The simultaneous execution of many commercial crawlers generates huge non-
user related Internet traffic and tends to overload public Web servers, Domain
Name Servers, and the underlying Internet infrastructure (routers and networks).
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e Not every crawler employs time realization. At peak time, web-servers may be
‘bombed’ with HTTP GET requests generated by a Web crawler. Consequences
may vary from a simple delay to a complete denial of service.

In parallel crawling [8], the crawling units run within the local environment of a
single company (in contrast to distributed crawling described later, where the crawlers
are distributed outside the company). Parallel crawling is a natural evolution toward
accelerating crawling.

Mercator [19], an experimental parallel crawling architecture that was used later
on in AltaVista’s Search Engine 3, was attacking the scalability problem of crawling
by adding more parallel crawlers on the local network. In addition, parallel crawling
techniques have been used in the academic version of Google, while sufficient research
has been done for more efficient task scheduling and distribution of the crawling task
in [8].

Despite the falling prices in hardware and lower connectivity rates, however, par-
allel distribution of the crawling task within local resources fails to keep pace with the
growing Web due to its centralized nature. Downloading of documents and DNS lookup
share the same network resources. In addition, coordination of the crawling units and
resource management generate a significant network overhead.

3.4.2 Distributed web crawling

To resolve the problems of parallel crawling, non-local distribution of the crawling units
was introduced. The first well-documented research dates in early 1994 with the Harvest
Information Discovery and Access System [2, 3]. The Harvest prototype was running
gatherers (brokers) at the information sources sites (namely the Web servers). Gatherers
not only collected data through HTTP and FTP, but they also filtered and compressed
data before transmitting it to a centralized database. Unfortunately, while similar soft-
ware is still used for efficient in-house crawling, the Harvest project failed to become
accepted due to lack of flexibility, and administrative concerns.

Grub [29], a recently launched project under the Open-source license, implements
a distributed crawling methodology in a way similar to the SETI project [45]. Dis-
tributed crawlers (constructed as screensavers) collect (and possibly process) data from
local and remote sources and send information to the search engine for updates. How-
ever, the control of the whole architecture is centralized since a central server defines
which URLs are to be crawled by which distributed crawlers. More importantly, the
screensavers model used to implement the Grub crawlers does not actually favor the
web crawling application for several reasons: (a) there are security issues, which cannot
be easily solved with the screensaver model, since the screensavers always run with the
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permission of the user running them, (b) the model did not favor easy updates, and (c)
the model did not favor portability to different operating systems.

J. Hammer and J. Fiedler in [18, 15] initiated the concept of Mobile Crawling by
proposing the use of mobile agents as the crawling units. According to Mobile Crawling,
mobile agents are dispatched to remote Web severs for local crawling and processing of
Web documents. After crawling a specific Web server, they dispatch them-selves either
back at the search engine machine, or at the next Web server for further crawling. While
the model offers speed and efficiency compared to current crawling techniques, impor-
tant issues are to be resolved such as (a) a more efficient resource management (which is
recognized from the writers as important future work), and (b) a more decentralized con-
trol of the architecture. In addition, this methodology requires from the mobile agents
to constantly move through the Internet since there is no notion of the ‘parking agent’.
The absence of a parked/stationed agent at the Web server site precludes an immediate
way of promptly monitoring the Web server’'s documents for changes.

The Google Search Appliance [23], a recently launched commercial package by
Google, offers local crawling and processing of a company’s Web and document servers
by plugging into the local network a Linux computer. This hardware/software solution,
however, comes at a great cost and installation overhead. Furthermore, a closed Linux
box is an approach that could not serve more that one search engine simultaneously,
meaning that a similar package from another search engine would demand another sim-
ilar box plugged in the local network.

Cho and Molina in [8] also present some guidelines and important issues that arise
from the distributed crawling model. They state the importance of parallel and dis-
tributed crawling, and suggest how an effective distributed web crawler could be de-
signed. They propose and evaluate a number of suitable models. Finally, they propose
some metrics for evaluating such an approach.

UCYMicra [36, 35] is another approach for fully distributed crawling. Powered
from mobile agents, the UCYMicra approach managed to outperform standard parallel
web crawling by requiring one order of magnitude less time to complete the crawling
of the same set of web pages. The approach alleviated the processing and the network
bottleneck faced from the traditional and parallel crawling, and it was able to scale with
the web. Furthermore, the approach, inheriting the distributed nature from the mobile
agents paradigm, solved the most important problems prohibiting all the previous dis-
tributed alternatives to be commercially adopted. UCYMicra will be described in more
detailed in chapter 4.
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4.1 Introduction

In this chapter we present UCYMicra [36, 35], a crawling system that utilizes concepts
similar to those found in Mobile and distributed Crawling introduced in [15, 18, 3].

UCYMicra extends these concepts in order to build a more efficient model for dis-
tributed Web crawling, capable of keeping up with Web document updates in real time.

4.2 Architecture of UCYMicra

UCYMicra proposes a complete distributed crawling strategy by utilizing the mobile
agents technology. The goals of UCYMicra are (a) to minimize network utilization
(b) to keep up with document changes by performing on-site monitoring, (c) to avoid
unnecessary overloading of the Web servers by employing time realization, and (d) to
be upgradeable at run time. The driving force behind UCYMicra is the utilization of
mobile agents that migrate from the search engine to the Web servers, and remain there
to crawl, process, and monitor Web documents for updates.

UCYMicra consists of three subsystems, (a) the Coordinator subsystem, (b) the Mo-
bile Agents subsystem, and (c) a public Search Engine that executes user queries on the
database maintained by the Coordinator subsystem.
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Figure 4.1: Architecture of UCYMicra

The public search engine does not present any research interest, so it will not be
described in this work. The Coordinator subsystem resides at the Search Engine site
and is responsible of maintaining the search database. In addition, it administers the
Mobile Agents subsystem, which is responsible for crawling the Web. The Mobile
Agents subsystem is divided into two categories of mobile agents namely the Migrating
Crawlers (or Mobile Crawlers) and the Data Carries. The former are responsible for
on-site crawling and monitoring of remote Web servers, and the latter for transferring
the processed and compressed information from the Migrating Crawlers back to the
Coordinator subsystem. Figure 4.1 illustrates the high-level architecture of UCYMicra.

4.2.1 The Coordinator Subsystem

Running locally to the search engine database, the Coordinator subsystem is primarily
responsible of keeping it up-to-date by integrating fresh data received from the Mo-
bile Agents subsystem. Second, but not less important, the Coordinator monitors the
Mobile Agents subsystem in order to ensure its flawless operation. More specifically,
the Coordinator subsystem:

1. Provides a publicly available Web based interface through which Web server ad-
ministrators can register their Web servers for participating in UCYMicra.

2. Creates and dispatches one Migrating Crawler for a newly registered Web server.

3. Monitors the lifecycle of the Migrating Crawlers in order to ensure their flawless
execution.
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4. Receives the Data Carriers in order to process their payload and integrate the
result in the search engine database.

To avoid a potential processing bottleneck, the Coordinator is implemented to run dis-
tributed on several machines that collaborate with a simplified tuplespaces model (sim-
ilar with Linda’s distributed model described in [1]).

4.2.2 The Mobile Agents Subsystem

The Mobile Agents subsystem is the distributed crawling engine of our methodology
and it is divided into two categories of Java mobile agents, (a) the Migrating Crawlers,
and (b) the Data Carriers (the initial code of both agents resides at the Coordinator
System where it is accessible for instantiation and dynamic installation).

In addition to its inherent mobile capabilities, a Migrating Crawler is capable of
performing the following tasks at the remote site:

Crawling A Migrating Crawler can perform a complete local crawling either though
HTTP or using the file system in order to gather the entire contents of the Web
server.

Processing Crawled Web documents are stripped down into keywords, and keywords
are ranked to locally create a keyword index of the Web server contents.

Compression Using Java compression libraries, the index of the Web server contents is
locally compressed to minimize transmission time between the Migrating Crawler
and the Coordinator subsystem.

Monitoring The Migrating Crawler can detect changes or additions in the Web server
contents. Detected changes are processed, compressed and transmitted to the
Coordinator subsystem.

A Data Carrier is a mobile agent dedicated in transferring processed and compressed
data from a Migrating Crawler to the Coordinator subsystem for updating the search
database. The choice of using mobile agents for data transmission over other network
APIs (such as RMI, CORBA or sockets) is the utilization of their asynchronous nature,
flexibility and intelligence in order to ensure the faultless transmission of the data.

4.3 Deployment of UCYMicra

Figure 4.2 illustrates how UCYMicra works. A registration procedure is required for
a Web server to participate under the UCYMicra crawling system. The Coordinator
subsystem provides the interface through which Web server administrators can define
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Figure 4.2: UCYMicra lifecycle

the registration parameters. Those parameters are divided into (a) the basic network
information of the Web server to be crawled, and (b) the configuration options of the
Migrating Crawler and the Data Carriers.

The configuration options provide the Web server administrator with the ability to
customize the behavior of the Migrating Crawler prior to its creation and relocation to
the Web server site. More specifically, the Web server administrator defines

1. The time spans in which the Migrating Crawler is allowed to execute. Web server
administrators might wish that the crawling and processing of data be executed
during off-peak hours.

2. The sleep time between successive crawls used in monitoring the Web server con-
tents for changes or additions. Web servers with frequent changes might consider
having a smaller sleep time.

3. The maximum packet size allowed of processed data for the Migrating Crawler
to hold before dispatching it to the Coordinator subsystem for integration into the
search database.

4. The maximum time-to-hold the processed data (packets) before dispatching it to
the Coordinator subsystem. This parameter was introduced in order to avoid the
case where processed data may become outdated before dispatching it to the Co-
ordinator subsystem. Data may stall at the Migrating Crawler until the maximum

1The Web server administrator can also modify the configuration options at run time, in order to
change the behavior of the Migrating Crawlers
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packet size allowed is reached, in which case a data carrier is created, assigned
the data, and dispatched.

5. Whether the Migrating Crawler will perform the crawling directly on the file sys-
tem or through HTTP. For the former method, the absolute path(s) of the Web
documents is provided. This method is recommended for Web servers with static
Web content. For the second method, the Web server’'s URL(S) is provided and it
is recommended for Web servers with dynamic content. Moreover, a combination
of the above two can be used.

Following a successful registration of a Web server, the Coordinator subsystem cre-
ates a new instance of a Migrating Crawler and updates it with the registration options.
The Migrating Crawler is then allowed to dispatch itself to the Web server.

Upon arrival at the Web server, the Migrating Crawler parks and suspends itself until
the beginning of a pre-configured time span for execution arrives. For the first crawl,
the Migrating Crawler will load, and process all the available Web documents at the
Web server. Processing may include removal of useless HTML comments, scripting
code, or even local extraction of keywords and ranking for each keyword (based on its
occurrence frequency and other properties i.e. position on the document, font size and
color). The processed data is being compressed and stored in memory until a data packet
with the maximum allowed size can be assembled.

A Data Carrier agent is created for every packet assembled, or when the time-to-
hold of a packet expires. Data carriers will then dispatch themselves to the Coordinator
subsystem where they deliver their payload.

After the first crawl is completed and the Coordinator subsystem has updated the
search database, the parked Migrating Crawler monitors the contents of the Web server
for changes or additions of new documents. For documents retrieved through the file
system, the last update time is used whereas for documents retrieved through HTTP, a
conditional HTTP GET is used (using the If-Modified-Since header [12]). In either case,
when the Migrating Crawler detects an update or an addition, it crawls and processes
the affected documents, and transmits the new documents’ index to the Coordinator
subsystem. The transmission follows the rules defined in the pre-mentioned parameters
3 and 4, set by the Web server administrator.

4.4 Security in UCYMicra

Security is always an important aspect in every distributed system. In UCYMicra, se-
curity concerns are twofold:
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e First, a secure runtime environment must be provided to Web server that will
host the Migrating Crawlers. Such a runtime must guarantee that the migrating
crawlers have access only to the necessary resources of their host, both software
and hardware.

e Second, the runtime must also guarantee that the host machine has no access to the
Migrating Crawler’s processing code and data, in this way preventing malicious
altering of the processing results.

Since the scope of this paper is to provide proof of concept for our crawling methodol-
ogy, UCYMicra still does not employ security. Mobile Agents Security [48, 49], as well
as the protection of the mobile agents themselves [26, 42] is a well-researched topic. It
should be straightforward to embed security mechanisms in UCYMicra and this is part
of our ongoing work.

4.5 Evaluating UCYMicra

The evaluation of UCYMicra revealed that the new distributed approach was able to out-
perform the traditional-centralized crawling by requiring significantly less time to crawl
a set of web pages. Furthermore, the new approach required to transmit significantly
less data (via the Internet) compared to the centralized web crawler.

More specifically, compared to the traditional crawling approach, UCYMicra re-
quired one order of magnitude less time to complete the crawling procedure (download,
parse, process, integrate to the database). This was mainly for the following reasons:

1. The UCYMicra approach was able to download the web pages in negligible time
since the migrating crawlers were hosted in machines connected with high band-
width to the source machine (the web server). Furthermore, the downloading task
was now distributed to the available migrating crawlers.

2. The processing task (processing the web pages to extract the keywords) was done
in a distributed nature, thus, alleviating the processing bottleneck faced in the
central web crawler.

3. The extra overhead added in the UCYMicra web crawling process, namely, the
required time to send the processed data from the migrating crawlers to the central
coordinator was significantly less than the time we were saving since we were
avoiding the standard downloading procedure. This was mainly because the data
was processed and compressed before transmission. Thus, the size of the data was
reduced to one order of magnitude, without loosing information.

24



Furthermore, the new approach required to transmit one order of magnitude less
data (via the Internet) compared to the centralized web crawler. This was mainly for
two reasons:

1. UCYMicra had the ability to process the web pages before transmitting them and
remove things that could not be used from the search engine. Processing removed
only information that could not be used from the search engines at any case, like
HTML comments, JavaScript code for visual effects etc. Thus, processing did not
influence the quality of the search results, and could even enabled us to store a
complete text version of the HTML pages in the database.

2. UCYMicra was compressing everything before transmission, thus reducing the
data size importantly. The compression and decompression needed negligible
time.

4.6 Advantages of UCYMicra

As seen in the previous Section, UCYMicra outperforms traditional crawling without
compression by a factor of ten in network utilization and total time required to perform
crawling. Besides the performance gains, UCYMicra is a scalable distributed crawling
architecture based on the mobile agents technology. More specifically, by delegating
the crawling task to the mobile agent units, UCY Micra:

e Eliminates the enormous processing bottleneck from the search engine site. Tra-
ditional crawling requires that additional machines be plugged in to increase pro-
cessing power, a method that comes at a great expense and cannot keep up with
the current Web expansion rate and the document update frequency.

¢ Reduces the use of the Internet infrastructure and subsequently downgrades the
network bottleneck by an order of magnitude. By crawling and processing Web
documents at their source, we avoid transmission of data such as HTTP header
information, useless HTML comments, and JavaScript code. In addition, data
is compressed before transmission, which is an option that cannot be forced by
traditional crawlers.

e Keeps up with document changes. Migrating Crawlers monitor Web document for
changes at their source and updates are immediately dispatched to the Coordinator
subsystem. With traditional crawling, several weeks may pass before a Web site
is revisited.
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e Employs Time Realization. Migrating Crawlers do not operate on their hosts dur-
ing peak time. As mentioned earlier, our approach requires from the administrator
to define the permissible time spans for the crawlers to execute.

e Is upgradeable at real time. Newly developed crawling, processing, or compres-
sion code can be deployed over the entire UCYMicra since its crawling architec-
ture is based on Java mobile agents.
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5.1 Introduction

The original UCYMicra proposal [36] did not have the need for location awareness.
While the migrating crawlers could easily be enabled to follow links, this was not the
immediate target of the methodology. The migrating crawlers were placed in remote
sites in order to crawl the servers in the local area network of the host machine, and
not a big portion of the web. The crawlers were not allowed to use the network and
computational resources of the affiliating company for reasons other than the crawling
of the company’s data. Therefore, there was no need for efficient delegation of the
newly-discovered links. These links, if not belonging to the LAN of the host computer,
would not be crawled from the UCYMicra system, but from the traditional crawler
working in parallel with UCY Micra.

With the current proposal, realizing the inefficiencies and limitations of the tradi-
tional crawling paradigm, we try to make the UCYMicra solution completely indepen-
dent of the traditional crawling system. Furthermore, we try to delegate the URLs to
the available migrating crawlers in an optimal manner so that each URL is delegated
to the most near crawler to it for crawling. We call this approkdation aware web
crawling since itis based in the location of each crawler and each web page to make the
delegation of web pages to crawlers. Since the UCYMicra system runs over a number
of collaborating computers, geographically spread and in different subnets and LANSs,
it favors the location aware delegation.
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Following in this chapter we will elaborate more on the meaning of location aware-
ness for web crawling. Then, we will look into a number of approaches for making a
location aware distribution of URLS to our migrating crawlers.

5.2 Location awareness

Web crawling is a well-studied subject in the research community. However, while
proposed in the past that each site should be crawled from the most near crawler [8],
there is not much work published about the distribution of the web crawling task to
geographically spread locations. The current trend in web crawling involves a farm
of crawlers working in parallel and using a high-bandwidth connection to the Internet.
This way, all the crawlers are located in the same geographical area, and they all use
the same network link to connect to the Internet. Subsequently, this introduces very
difficult network and processing bottlenecks in the search engine companies, which
often requires very expensive solutions.

Realizing these problems, we recently suggested a geographically distributed web
crawling method, with the use of migrating crawlers. UCYMicra, powered from the
mobile agents paradigm, was performing the web crawling task in a completely dis-
tributed manner. The migrating crawlers were deployed to various nodes in the Internet,
which belonged to friendly universities and affiliated companies. All the nodes were
network-independent of each other (they were not sharing network resources), and geo-
graphically distributed.

However, as already noted, the original UCYMicra system was not favoring optimal
delegations of the newly-found URLs to the migrating crawlers. While the original
system could easily be extended to follow new URLSs, the URLs would not be delegated
to the migrating crawlers based on their proximity-nearness to each crawler. Instead, a
new URL would be delegated to one random crawler. As a result, the crawling would
still be done distributed, but not in the optimal manner.

The high distribution of the migrating crawlers in the original UCYMicra system
favors a location aware delegation of the URLSs to the crawleogation aware web
crawling is distributed web crawling enhanced with a mechanism to facilitate the del-
egation of the web pages to the distributed crawlers so that each page is crawled from
the nearest crawler (i.e. the crawler that would download the page the fadtest).
nessandlocality are always in terms of network distance (latency) and not in terms of
physical (geographical) distance. The distinction between the two types of distances
(network and geographical distance) is important, since they are not always analogous.

To our knowledge, location awareness for web crawling was not studied in the past,
since geographically distributed web crawling was not receiving the appropriate atten-
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tion from the scientific community. However, since UCYMicra enables geographical
distribution, location aware web crawling appears to be very important for optimization
purposes and for reducing the network overhead that occurs during the crawling.

5.2.1 The need for location awareness

Traditional web crawling facilitates standard Internet resources to run and uses the
HTTP/GET and conditionaHTTP/GET commands to get the information from the
web pages. Since these commands, and their results, are routed through the standard
Internet infrastructure, they are routed via the standard routers available in the Internet.
Depended on the distance between the source (web-crawler) and the target (web-server)
of the HTTP/GET request, and the structure of the underlying network (intermediary
routers and connections), a simpl@ TP/GET command can pass through a number of
routers until it reaches its final destination. The command (accordif@R/IP ) will
be broken in network packets, and each packet will autonomously be routed to the target
address by the intermediary routers. At the target (web-server) the packets will be com-
posed and form the original command. The same occurs with the results that normally
follow the HTTP/GET command. This process however introduces a certain load in
the intermediary routers, which are responsible for sending the packets from one router
to another, until the packets reach the destination IP address. To make things worse,
web crawlers issue a huge number of such HTTP/GET requests, and thus, introduce an
important workload in the intermediary routers, and in the Internet backbone.

Furthermore, as we already demonstrated, the search engines currently have an im-
portant network bottleneck in catching up with the web’s changing rate. Thus, it is
considered important for the search engines to accelerate the downloading process in
order to free the network resources as fast as possible.

For all these reasons we suggest to perform a location-aware delegation, where each
URL is crawled from the most near crawler. We argue that this convention will result
in reduction to the load in the Internet infrastructure caused from the web crawlers.
Moreover, it will also alleviate the most restrictive network bottleneck in the crawlers,
resulting in higher page throughput in the crawlers.

5.2.2 Evaluation of location aware web crawling

Enhanced UCYMicra In order to evaluate location aware web crawling we should
compare it with another distributed web crawling system. Since the original UCYM-
icra proposal was not sharing the exact same purpose with distributed crawling (with
UCYMicra’s migrating crawlers we were trying to crawl only the local web documents -
in the host LAN), we extended the UCYMicra system so that new links can be followed.
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More exactly, in the enhanced UCYMicra (which will be used in the rest of this work
for evaluating the proposed approaches), a server administrator hosting a web crawler is
not necessarily registering a list of web sites for the migrating crawler to crawl. Instead,
the migrating crawler receives the web sites to be crawled, apart from the local ones (if
the server administrator registers any), from the coordinator. The coordinator, always
respecting the preferences set from the host administrator (time-span, maximum size of
crawled data etc) randomly assigns all the URLs from the search engine’s database to
the migrating crawlers.

The enhanced UCYMicra approach proposed here, unlike the original UCYMicra,
is able to follow newly-found URLSs. It also inherits most of the advantages of the origi-
nal approach, since it also works in low-usage hours only, and it manages to importantly
alleviate the networking and processing bottlenecks from the search engine’s site. How-
ever, the new UCYMicra has an extra overhead, compared to the original approach,
since the migrating crawlers are forced to download web documents from remote ma-
chines (not resided in the LAN of the host computer). Nevertheless, this is the case
in any proposed distributed web crawling approach that tries to crawl the whole web.
In fact, our own version is even better than most of the others, since it performs local
processing and compression before transmission of the data back to the database, and
manages to reduce the size of the transmitted data by one order of magnitude (as docu-
mented in the original UCYMicra, which shares the same processing and compression
algorithms). Thus, enhanced UCYMicra can be used as a good reference of distributed
crawling for our evaluation of location aware web crawling, which will follow. We
will also use the enhanced UCYMicra approach for the evaluation of the HiMicra and
IPMicra algorithms, described later.

Evaluation of location awareness Evaluating location aware web crawling, and com-
paring it with distributed location unaware web crawling (e.g. the enhanced UCYMicra)
was simple. Our evaluation had very encouraging results. Location aware web crawling
outperformed its opponent, the enhanced UCYMicra, by requomgorder of mag-
nitude less timeto download the same set of pages. More details for the evaluation
scenario and the experiment setup can be found in section 8.2.

Moreover, from the data collected in this experiment, we were able to reach to some
important conclusions. While each web page could be downloaded from any of the
migrating crawlers (we used four crawlers), some of the crawlers were able to download
the web page much faster than some others. Furthermore, the fast crawlers were not the
same for all the web pages. While some web pages, for example, were downloaded
faster from crawler 1, some others were downloaded faster from crawler 2. Similarly,
others were downloaded faster from one of the other two crawlers. The distribution
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of the URLSs to the four crawlers was not equal either. The two web crawlers were
collecting most of the URLSs, the third was collecting a lot less, and the fourth was
collecting very few, most of which however were very slow to download from the other

three crawlers, and very fast from the fourth. This showed that there may exist logical
neighbourhoods in the Internet, which will be most useful if we are able to discover and
use for the delegation of the URLSs to the crawler.

5.2.3 The need for probing

Location aware web crawling, since the introduction of classless IP addresses, cannot
be based solely on the IP address of the two peers, the client and the server. Even if the
client and the server have neighbouring IP addresses i.e. 128.122.1.1 and 128.122.1.2,
they are not necessarily neighbours in the real world. And even if they are neighbours in
the real-life, i.e. they both reside in New York, this does not imply that they are logically
near (in terms of network latency) and they can communicate with each other fast.

As a result of this, we need to find the logical distance, which we argue that will
help us to build a location aware web crawling system. [Biggcal distancebetween
two Internet nodes will represent the latency between the nodes (the time that takes for
a packet to arrive from the sender node to the receiver node). We call the task of finding
the logical distance between two nogesbing.

Probing would ideally be done with thdTTP/GET function, since our target is
to crawl each site from the crawler that would perform the downloadtigrf@/GET
function) faster. However, this would demand too much time and have a big network
overhead, since the crawlers would have to completely download a web page for prob-
ing. In this work we use two alternative metrics for probing, which have results with
accuracy very close to the accuracy given fromiid P/GET command, but with sig-
nificantly lower network and time overhead: (a) the round-trip time between the two
nodes, which we can easily measure with the invocation ping command from
the operating system, and, (b) the time required for the executiontéTaRP/HEADre-
guest. We found these two metrics to be well-suited for representing the logical distance
between two Internet nodes (the migrating crawler that has the lowest logical distance
for a site - calculated witlping or by timing HTTP/HEAD- is expected to be the
one that can download that site faster from all the available crawlers). Both these met-
rics had very similar results when applied to location aware web crawling, and they are
very light for the Internet infrastructure. They are also widely supported and accepted
from the human factor, and we do not expect their use to create any problems. In order
to be OS-independent, we could implement our own code that sends an ICMP ECHO
message to the target PC. We could even implement any other suitable lightweight com-
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mand and time it to estimate the logical distance, i.e. issue a daytime request (port 13
on TCP/IP). We expect these approaches to have very similar results with the ones we
had withping andHTTP/HEAD

During our evaluation, we found thgng result from one Internet node to another
to be a good estimation of the logical distance between the two Internet nodes. This
practically means that, if we download the same site from a number of different nodes
in the Internet, we expect the site to be downloaded faster in the node that has the low-
estping time. We had the same encouraging results when timingi &RP/HEAD
request. In fact, our evaluation (section 8.3) clearly showed that for more than 90%
of the pages in the test set, the crawler with the smallest probing time was the same
with the crawler with the smallest download time. So, instead of usim@P/GET
for estimating the logical distance between two Internet nodes, we can confidently use
ping or HTTP/HEAD which use less network resources, and introduce less compu-
tational workload on the two nodes. The ability to efficiently model, voithg and
HTTP/GET, the logical distance between two Internet nodes, namely the candidate
crawlers and the target web page, will empower our effort to cluster the URLs around
the crawlers for location aware crawling. We report more on the evaluation of the suit-
ability of ping andHTTP/HEADfor estimating the logical distance in section 8.3.

Realizing the potentials of location aware web crawling and the suitability of the
suggested probing methods for performing a location aware delegation, we developed
a number of approaches for making a location aware delegation of the web pages to a
distributed crawling system i.e. the enhanced UCYMicra. We will now present these
approaches. While we will use UCYMicra for example of a distributed web crawling
system where needed, the value of the location aware approach is not limited to the
UCYMicra web crawler. Location awareness can be combined with a number of other
distributed crawling approaches, which however are currently undocumented (commer-
cial) like Google’s Search Appliance and Grub, or still academic work like [18]. In the
rest of this chapter we will analyze the brute-force location aware approach, while in
the following two chapters we will present two alternative algorithms for location aware
web crawling, HiMicra and IPMicra.

5.3 Brute-force location aware web crawling

The concept behind location aware web crawling is simple. Instead of delegating the
sites randomly to one of the distributed web crawlers, we now identify the most near
web crawler for each site, and assign the site to it. Conforming with this concept, the
initial extension in the enhanced UCY Micra system toward location awareness aimed to
perform probing of each URL from every existing crawler prior the URL's assignment
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to one of the crawlers. Then, the crawler that would appear (from the probing results)
most near to the new URL would get the URL for crawling and monitoring for changes
(as in the original UCYMicra proposal). This way, each URL would be crawled from
the migrating crawler logically (in terms of network latency, in contrast to physical
distance) nearer to it.

Straightforward in implementation, this approach demanded every registered mi-
grating crawler to probe any new domain (i.e. by pinging the web-server), and report
to a central server the logical distance discovered (the time demanded for the probing).
Finally, a central server would find the optimal domain delegation that would not create
bottleneck in any of the migrating crawlers and make the most efficient network usage.

This implementation, as expected, had impressive results (presented in section 8.4),
and managed to reduce the crawling time importantly. However, it was abandoned soon
after the initial evaluation, since the overhead in the network infrastructure for probing
all the domains from all the crawlers was high. While in our case this was acceptable
since we only use four distributed crawlers and 1000 URLSs, in the real Internet environ-
ment, with billions of URLs, and, ideally, hundreds of distributed crawlers, performing
a brute force delegation would be impossible.

5.3.1 Method optimization

While the method can ensure an optimal delegation, it creates an important number of
probing messagesGMP pings , HTTP/HEADrequests, or whatever we choose to
use for probing). We can avoid the need for probing each URL from all the agents with
various optimizations. First of all, since multiple web sites, can be hosted in the same
web-server, we can avoid some probings by checking if the same IP address of the web
server hosting the URL is already probed in the past. For this reason, we store the prob-
ing results in our database. The probing results do not remain perfectly correct during
time, but they do not change often either. More specifically, the probing results do not
change unless the underlying route that the network packets follow changes drastically,
which does not happen very often. Furthermore, we can detect any important change in
the probing results, during crawling of the web pages, by timing each download from the
web server. In a case we detect such an important change during downloading, we can
return the URL back to the coordinator in order to update the database and re-delegate
the URL.

Moreover, targeting to less probes, we can ask from the crawlers to probe the new
URL sequentially and not in parallel, and stop when we get a probing result less than a
threshold. Thus, we will not be able to guarantee the best delegation for all the URLSs,
but, we will have a sufficient (less than the threshold) delegation, and at some of the
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times, with much less probes than the original brute force method.

5.3.2 Conclusions from the brute-force location aware web crawling

To sum up, the advantages of the current model compared to the enhanced UCY Mi-
cra model (which was delegating any new links randomly to the available migrating
crawlers) are obvious, and very important. We manage to keep the advantages of the
UCYMicra system, described in 4. Furthermore, with this extension, we manage to
follow newly-discovered URLs in an optimal way, since we crawl each site from the
nearest crawler, in the time that this crawler is allowed to work. This results to further
alleviation of the network bottleneck in the sites that host our migrating crawlers, and to
faster crawling of the delegated sites. Furthermore, since we now enable the crawlers to
follow newly-discovered links, we have a stand-alone version of UCYMicra, which does
not need to collaborate with a traditional crawler to work (as in the original UCYMicra
version). Moreover, the fact that each site is crawled from the (logically) nearest crawler
is expected to decrease the load introduced in the Internet backbone due to the crawling
task.

However, as already noted, the brute force location aware delegation has an impor-
tant disadvantage. The process of delegation introduces an extra workload in the Internet
infrastructure, due to the subsequent pings that are triggered prior each URL delegation.
And even if this workload is significantly less than the complete workload saved from
the original UCYMicra solution or any traditional crawling solution, we feel that there
could be important improvement to this, and we will shortly propose other ways toward
that.

5.4 Conclusions

In this chapter we introduced the meaning of distributed location aware web crawling.
Our experiments with location aware web crawling revealed that this approach can im-
portantly reduce the required downloading time, thus, optimize our distributed crawling
approach and reduce the time spent in the downloading function by one order of magni-
tude. We also tested an implementation of the location aware web crawling which was
using a probing function to estimate the distance between two Internet nodes (in order
to find the nearest web crawler for each URL), and had very promising results.

However, while improving the crawling throughput importantly, the brute force im-
plementation of distributed location aware web crawling required an extensive number
of probes, resulting to a significant network overhead. Thus, we now need to find other
location aware web crawling algorithms that have less network overhead.
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6.1 Introduction

At the previous chapter we presented the importance of location aware web crawling.
We also presented a simple system for location aware web crawling, based on brute
force location aware delegation. Brute force location aware web crawling was able
to make an optimal delegation of the web sites to the migrating crawlers, resulting to
larger downloading throughput, and eventually, best search engine results. However,
our method was generating an important number of probes for each new IP address. For
this reason, we now propose an alternative method that has satisfactory results without
the need of exhaustive probing. The new method is based on a hierarchy of migrating
crawlers, and it is called HiMicra. The method manages to reduce the number of probes
needed to an order of magnitude. Paying the cost of less network overhead, we cannot
guarantee the most optimal delegation of the domains (as we could easily do in the
initial extension), yet, we can easily witness efficient URL delegation.
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6.2 Overview of HiMicra

The previous algorithm for location aware delegation results to the optimal delegation
of the URLSs to the migrating crawlers. Running that algorithm, we make sure that each
URL is going to be crawled from the migrating crawler thatagically most near to

it. However, the execution of the brute-force method requires extensive pinging. More
specifically, an unoptimized implementation of the algorithm would require all the mi-
grating crawlers to probe (by pinging or by measuring the time for an HTTP/HEAD
request) each URL prior the URLs delegation, this resulting to a sufficient network over-
head. This lessens the value of the brute-force location aware delegation as described in
the previous section.

At this extension of the UCYMicra system, called Hierarchy based Micra (HiMicra
for short) we are specifically targeting in the facilitation of an efficient delegation of
newly-discovered domains at the migrating crawlers. We have designed and built an
efficient algorithm to create and maintain a hierarchy of migrating crawlers, so that
domain delegation could be done fast and with low network overhead. Paying the cost of
less network overhead, we cannot guarantee the most optimal delegation of the domains
(as we could easily do in the initial extension), yet, we can easily witness efficient URL
delegation.

Hierarchy in HiMicra is built in a network-oriented approach (that is, using parame-
ters taken from the network). Migrating crawlers are organized in branches, in network
neighborhoods, so that each group of siblings is expected to have similar network la-
tency in connecting at the majority of the available network places in the Internet. The
similarity factor in siblings is weak at the first level, and growing as we move to lower
levels in the hierarchy. The parental relationship declares that the parent migrating
crawler could be a sibling with the children migrating crawlers (in terms of network
latency), but is taking the parental place just for matters of organization (so that any
communication from a higher level is directed only at him, and not at all the group).

The innovative in the described hierarchy is the building and maintaining mecha-
nism. We developed an algorithm that enables an easy and highly efficient grouping of
the migrating crawlers with low overhead. As expected, our algorithm cannot guarantee
the most accurate hierarchy, which will result in the optimal delegation, but it can build
a very efficient structure with a non-prohibiting way (negligible overhead).

The coordinator uses this hierarchy in order to probe any newly discovered domain
(if the domain or the domain’s IP address was never delegated in the past). In fact, we
use a best-first search algorithm, in order to follow the most promising path, which we
expect to lead us to a crawler with an acceptable probe. The algorithm is described in
detail in a following section.

36



Figure 6.1: Simple HiMicra hierarchy example. Hierarchy in HiMicra is built in a
network-oriented approach. In this example, we are expecting that migrating crawlers
4, 5 and 6 will have a low variation in their network latency in communicating with
most of the internet hosts. Migrating Crawlers 9 and 10 are expected to have even less
variation in their network latency in communicating with most of the hosts. Coord is
the coordination subsystem, which only forwards any messages, and acts as a parent for
migrating crawlers 2 and 3.

The UCYMicra extension continues to have the same three subsystems that the orig-
inal UCYMicra system had (a) the Coordinator subsystem, (b) the Mobile Agents sub-
system, and (c) a public Search Engine. However, only the search engine subsystem
remains without a change.

6.3 The Coordinator system

A small change at the original Coordinator subsystem enables it to find unregistered
domains and propagate them at the Mobile Agent subsystem for registration at one of
the migrating crawlers. Moreover, the task of monitoring all the migrating crawlers for
any malfunctions is no longer a responsibility of the Coordinator subsystem. Instead,
the hierarchical organization implemented in the Mobile Agents subsystem facilitates
the of all the migrating crawlers in a simpler way.

More specifically, the Coordinator subsystem:

1. Provides a publicly available Web-based interface through which Web server ad-
ministrators can register their Web servers (that will host the migrating crawlers)
under the UCYMicra.

2. Uses probing data from the migrating crawlers in order to construct a hierarchy of
them. The hierarchy is built in a batch mode (i.e. once a day) and the migrating
crawlers are then notified for their place in the hierarchy.

3. Receives and processes the Data Carriers. The Coordinator subsystem enables
the Data Carriers to park and suspend locally until the processing time of their
valuable data has arrived.
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4. Monitors the lifecycle of the migrating crawlers in the Mobile Agent subsystem
hierarchy, creates new migrating crawlers or terminates existing.

5. Locates domains that are not registered at any migrating crawler and forwards
them for further delegation at the mobile agent subsystem. Also, it keeps track
of the domain delegation which is done in the Mobile Agent subsystem, so that it
can identify which domains are registered at each migrating crawler, and which
are not registered anywhere.

The coordinator module is now responsible for discovering the new domains and
coordinating their delegation to the available migrating crawlers. In order to avoid any
bottleneck, we use collaborative components ran in more than one machines in parallel
to implement the module. For communication of these instances we use tuplespace-like
techniques as described in [1].

6.4 The Mobile Agents subsystem

The Mobile Agents subsystem is the distributed crawling engine of our methodology
and it is divided into two categories of mobile agents, (a) the Data Carriers, and (b) the
Migrating Crawlers (the initial code of both agents resides at the Coordinator System
where it is accessible for instantiation).

A Data Carrier is a mobile agent dedicated in transferring processed and compressed
data from a migrating crawler to the Coordinator subsystem for updating the search
database. The choice of using a mobile agent for data transfer over other network APIs
(such as RMI, CORBA or sockets) was based on the flexibility and autonomy offered
from the model compared to the other alternatives.

A Migrating Crawler on the other hand is the one responsible for dispatching to
the remote host and crawling the delegated sites. In addition to its inherent mobile
capabilities [7], a Migrating Crawler of the original UCYMicra model was capable of
performing the following tasks at the remote site:

Crawling Given a starting page or URL, a Migrating Crawler can perform a complete
local crawling either though HTTP or using the file system.

Processing Downloaded Web documents are stripped down into keywords, and key-
words are ranked based on widely used algorithms.

Compression Using Java compression utilities, the extracted keywords lists are com-
pressed to minimize transmission time.

With the HiMicra extension, the Mobile Agents subsystem is organized into a hi-
erarchy, enabling easy and fast delegation of the domains at the mobile crawlers. The
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hierarchy is built in a way where neighbouring migrating crawlers are expected to have
very similar network latency with each domain. Subsequently, migrating crawlers in the
extended UCYMicra model are also able to:

Probe a domain Probing of a domain is done to calculate a logical distance (network
latency) from the web-server hosting the domain to the migrating crawler’s loca-
tion. This may be easily succeeded through pinging.

Time the downloading task The migrating crawlers can time each download, in order
to discover if there are important changes in the Internet infrastructure that should
trigger the re-delegation of an already delegated site. Such changes, while rarely
happening, are detected from the migrating crawlers, which then decide if they
should ask for re-delegation for the affected sites.

6.5 Constructing the hierarchy

As already demonstrated, our initial attempt to probe a site from all the migrating
crawlers in order to find the most suitable crawler (most near in network distance)
was rather expensive, since the propagation demanded probing from all the migrating
crawlers. The current version is able to drastically limit the demanded probes impor-
tantly by facilitating a hierarchy of the available migrating crawlers. Furthermore, the
construction of the hierarchy is not expensive either, since we only need to probe (from
all the crawlers) a limited sample of the Internet sites (i.e. 10000 IP addresses), and not
all the discovered Internet sites.

The concept of the hierarchy is to try and cluster the crawlers in groups having sim-
ilar distance from a number of remote sites. URL delegation is then performed with
a best-first search algorithm (described in detail later). In this approach we are not
after the optimal delegations. The purpose of HiMicra algorithm is to perform near-to-
optimal delegations, and, most importantly, avoid the worst case scenarios. Neverthe-
less, our experimental results show that with a reasonable setup we manage to find the
optimal solutions in more than half of the domain names, and with less than half of the
probes that the brute-force approach would require.

Prior to the construction of the hierarchy, the coordinator module asks from all the
crawlers to probe a number of randomly selected (from the crawling database) IP ad-
dresses. The crawlers probe all the IPs and report the results back to the coordinator,
who is then responsible for constructing the hierarchy. Then, by facilitating these re-
sults, the coordinator constructs the hierarchy, so that the crawlers that are expected to
have similar probing results for a site, are neighbors in the hierarchy.

The hierarchy is built from top to down, always having as a root the coordinator. The
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hierarchy groups the crawlers so that neighboring crawlers in the hierarchy have similar
probing results for most of the sites. The similarity factor is weak at the first levels but
it grows as we move to lower levels in the hierarchy. More precisely, the hierarchy is
built as follows:

1. The coordinator interactively gets the branching factor of the hierarchy from the
uset. It also initializes the set of available crawlefsto include all the available
crawlers, and the set of the testing UR%,20 include a subset of URLs randomly
selected from the database (which are going to be used to build the hierarchy).
Also, the coordinator sets &%, itself.

2. The coordinator asks all the crawlers in Sgto probe all the URLs in sef; and
collects the results.

3. For every set of crawlers,,.;; = C1, Cs, . .., C,,, where n is the branching factor
andCy,Cy, ...,C, € S., we calculateDi f f Function = Y Py(i,5)V pair of

crawlersi, j € Savait U Croots
0 , If 7 or j is the coordinator

wherePy;f(i,j) =
ZVS:siteGSt |(P(Za 8) - P(]J 8))‘ ’ otherwise
whereP(crawler «, site s) is the probing time of site from crawlera

4. The subset which maximizes th& f f Function (calculated from the previous
step) is chosen over all the possible subsets, and the crawlers in the set are dele-
gated toC,,.; as children (in no particular order).

5. We cluster each of the undelegated crawlers around the new children. We assign
each crawler to the cluster of the child that minimizes the distance difference
ddif f(Cuc, Cenita), Whereddif f = Y vg.girees, |P(Cue, §) — P(Cenita, s)|, where
C..is the undelegated crawler aol,; , is the newly delegated child crawler. The
meaning of clustering around a central (already delegated) crawler is that each
cluster groups crawlers of very similar distance from all the siteS;inThus,
these crawlers will be placed as descendants of the central crawler (the newly-
delegated child).

6. For each of the new children, we recursively repeat the algorithm from step 3,
this time setting”,...; as the child and the available crawléis,;; as the crawlers
clustered around the child. We stop when all the crawlers are delegated.

In our experiments (due to the limited number of available crawlers), the branching factor was always
set to two
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We clarify these rules with a simple example. If we have only one possible root
crawler (crawler 1) and four possible children (crawlers 2, 3, 4, and 5), and a maximum
of 2 children for each parent, then we get the following crawler pairs we have to check
for: {2,3},{2,4},{2,5},{3,4},{3,5},{4,5}. Then, we add the root crawler (crawler 1 in
our case) in each of these sets, which produces the{de®s3},{1,2,4},{1,2,5},{1,3,4},{1,3,5},{1,4,5.
We then calculate th®:i f f Function for all the sets, and select the set which maxi-
mizes the function’s value. Suppose that this is the set (1,4,5). We delegate crawlers
4 and 5 as children of crawler 1 in the hierarchy. Then, we cluster the remaining
crawlers (crawler 2 and crawler 3) around crawler 4 and crawler 5, so that each undel-
egated crawler is placed in the cluster of the child (4 or 5) that minimizes the value of
ddi f f function. Now suppose that both crawlers are clustered around crawler 4 because
ddif f(2,4) < ddif f(2,5) andddif f(3,4) < ddif f(3,5). This means that crawlers 2
and 3 will be descendants of crawler 4. Since we only have two descendants of crawler
4, we immediately delegate them as children of crawler 4 and finish the hierarchy. If we
had more than 2 descendants of crawler 4, we would proceed recursively in a similar
manner, this time setting crawler 4 as the root crawler and the crawlers clustered around
crawler 4 as the available crawlers.

Since the Internet infrastructure, and the underlying connection links are not stable,
we need to rebuild the hierarchy often, in order to remain updated with the changing
underlying connectivity. Rebuilding the hierarchy from scratch once a month is signifi-
cant, since the changes in the Internet’s underlying structure are not expected to happen
very often (they are mostly based in very expensive agreements that do not change
very often). Rebuilding the hierarchy does not mean re-delegating all the URLs from
scratch. Any URL that was delegated in the old hierarchy will be re-delegated to the
same crawler in the new hierarchy (if that crawler is still available) without any probing.
Only the new URLSs (that were not delegated in the old hierarchy) will need to be probed
and delegated according to the HiMicra algorithm.

Building the algorithm to run in a centralized environment (in the coordinator mod-
ule) and create the hierarchy is trivial and has no research interest, thus not presented
here. For our evaluation tests, we built and ran an unoptimized brute-force (makes all
the possible placements in the hierarchy and selects the best) algorithm. The algorithm
was able to create the required hierarchy that satisfied the pre-mentioned three rules
for 50 migrating crawlers and 2000 test sites in an average PC with limited memory
(Pentium 4 1.7 Ghz, 256Mb RAM) in less than an hour. An optimized version of the
algorithm could include clustering techniques borrowed from genetic algorithms or lin-
ear programming, and significantly reduce the execution time for problems of similar
size. However, optimization of this algorithm is out of our research interests, since cur-
rent advances in hardware and other computer science areas (as genetic algorithms and
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linear programming) can improve the execution time.

6.6 Using the hierarchy to delegate the URLs

HiMicra uses the generated hierarchy to efficiently delegate the new domains to the
available crawlers. More precisely, it performs a best-first search in the hierarchy, in
order to inexpensively (without many probes) locate a suitable crawler to handle the
new domain. A suitable crawler would be a crawler that satisfies a threshold, called
probing threshold. Probing threshold is the maximum acceptable probing time from

a crawler to a page and it is set by the search engine’s administrator depending on the
required system accuracy. In simple terms, the higher the threshold, the less optimal
delegations we get. During our experiments we found a probing threshold set to 50msec
to give a good ratio of quality for number of probes.

The coordinator is responsible for executing the best-first search algorithm and re-
guesting the probing of new domain names from the web crawlers. Thus, when the
coordinator discovers a new domain name, it first asks from the top-level crawlers (its
immediate children) in the hierarchy to probe the new domain. The probing results
(with the identity of each crawler) are then added in an ordered list, where smallest
probing results occur first. Then, the coordinator removes the first probing result from
the list (which is also the smallest). If the probing result is smaller than or equal to the
probing threshold, the domain is delegated to that crawler. Otherwise, the coordinator
asks from the children of that crawler to probe the domain and add the probing results
in the ordered list. The coordinator then continues in a similar manner, removing the
first probing result from the ordered list, and probing the children of that crawler, until
a crawler with a probing result less than the threshold is found. The search also ends
when all the crawlers are probed, and no one is found suitable for the domain name, in
which case, the domain name is delegated to the best of the crawlers (according to the
probing results).

As we already noted, our approach respects the resources of the systems that host the
migrating crawlers. Thus, probing of the URLs from the migrating crawlers cannot be
done at real time on-demand. Since the migrating crawlers are only allowed to work in
their own predefined time-span (e.g. from 01:00AM to 06:00AM local time), delegating
a domain name can take some time (depended on the depth of the hierarchy and the
number of crawlers), until the different time-spans for all the crawlers that are to probe
the URL occur. However, the time needed to optimally delegate a new URL is not
important, as long as our delegation procedure does not create additional load in the
Internet or the collaborating machines.

Pseudocode for the delegation procedure for a URL follows:
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final int VERY_BIG_NUMBER = 10000;

int besttime = VERY_BIG_NUMBER,;

crawler bestcrawler = coordinator;

URL u;

OrderedList ol = new OrderedList();

ol.add(<<crawler=coordinator,probingtime=VERY_BIG_NUMBER>>);

boolean sufficientnotfound = false;

while (sufficientnotfound && ol.notEmpty()) {
ol.orderAscending(probingtime); // order asc on probing time
<<crawler current, probingtime time>> = ol.removeFirst();

if (time<besttime) { /I used to find the faster if none
bestcrawler = current; // of the probes is smaller than
besttime = time; /I the probing threshold

}

if (time<ProbingThreshold) { // i found a sufficient one
current.delegateURL (u); /I delegate to it
sufficientnotfound = false; // and stop probing
break;

for(crawler c in current.sons()) {
/l add them all to the ordered list
ol.add(<<crawler=c, probingtime=c.probe(u)>>);

}

if (sufficientnotfound) // then delegate to the fastest
bestcrawler.delegateURL(u);

In order to clarify the algorithm, we present a trivial example. Suppose that we
discover a domain name which is not yet delegated to any crawler and that we have
a hierarchy similar to the one depicted in figure 6.6. First, the coordinator makes a

domain name resolution to find the IP address of the new domain name, and verifies
that neither the IP address nor the domain name was earlier delegated to any of the

available crawlers. Suppose that the IP address is also not delegated yet. Therefore,
the coordinator asks the two top-level crawlers (crawler 1 and 2) to probe the new IP
address and return the probing results. When the coordinator receives the two probing
results (85 and 80 respectively), it adds them (with the identity of each crawler) to a
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Figure 6.2: HiMicra example

list ordered ascending on the probing results (smallest probing results occur first). The
list will now contain the following pairs ok < probingresult, crawlerid >> in this
particular orderf< 80,2 >>, << 85,1 >>]. Then, the coordinator removes the
first probing result from the list, in order to use the crawler which that result belongs
to, for further probing (this would be crawler 2 in our example). The two children of
that crawler are now asked to probe the new URL and return the results back to the
coordinator, which again adds them in the ordered list. The list is rROwW:$5, 1 >>

, << 86,6 >>,<< 90,5 >>]. The coordinator then, since all the probing results
discovered so far, are larger than the probing threshold, repeats the probing procedure.
Again, it removes the first probing result from the ordered list, which would be the
probing result for crawler 1, and probes the two children of that crawler. As soon as
the probing results from crawlers 3 and 4 (55 and 49 respectively) are received back
to the coordinator, they are again added in the ordered list. The list now contains:
[<< 49,4 >> << 55,3 >>, << 86,6 >>, << 90,5 >>]. Then, the coordinator
removes the first of the probing results from the ordered list (that would be 49, for
crawler 4), which is smaller than the probing threshold. Thus, the probing procedure
stops, and the new domain name is delegated to crawler 4.

While in the previous example we had to probe the domain name from nearly all the
crawlers (only crawler 8 and crawler 9 did not probe the domain name), in a real Internet
hierarchy we can save significantly more probes. Our evaluation results (presented later)
show that with 12 crawlers in the real Internet infrastructure we were able to save as
much as half of the probes, while with 50 crawlers (generated data) we were able to
avoid more than the 4/5 of the probes.

6.7 Dynamic calibration of URL delegations and load balancing

Internet is one of the most dynamic infrastructures in the world. Nodes are added or
removed all the time, communication links are inserted or broken, Internet’s underlying
networking architecture constantly changes. Thus, any approach operating in a network-
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oriented manner over the Internet should have a provision for these changes.

While not implemented in our approach, HiMicra can enable dynamic calibration of
URLs in order to keep the URL delegations always near-to-optimal. In fact, the HiMicra
hierarchy favors dynamic calibration of the URL delegations, since the hierarchy is built
in a network oriented manner. More specifically, if, for any reason, a crawler stops
having strong connectivity with a URL i.e. downloading of the URL delays more than
it used to, then we can try to reassign the problematic URL to one of the neighboring
crawlers (children or sibling). Since we expect the neighboring crawlers in the hierarchy
to have similar probing results for most of the URLSs, there is a great chance that the
neighboring crawler is still near to the URL. In the case where neither the neighboring
crawler manages to probe the URL significantly fast, then the algorithm can try to re-
delegate the problematic URL normally, with the best-first search algorithm already
demonstrated.

Similarly, we can enhance HiMicra to perform load balancing, in order to avoid
any possible bottleneck in the migrating crawlers’ sites. If a crawler is overloaded with
URLSs, then, the coordinator can remove some URLs from it, and reassign them to the
neighboring crawlers (children and siblings), expecting that they will also be able to
crawl the URLSs significantly fast. Again, if the coordinator fails to find any crawler that
can take the URL (is not overloaded and has a probing result lower than the probing
threshold) then the URL can be delegated following the original HiMicra algorithm.

While both these enhancements will have significant impact in the algorithm, en-
abling it to become commercial, we did not evaluate them. The evaluation of these
enhancements would demand a significantly bigger data set than the one we managed
to collect (12 crawlers and 1000 URLS).

6.8 Evaluation of HiMicra

HiMicra, as a distributed crawling approach, has important advantages compared to
a centralized crawling approach. Moreover, compared to other distributed crawling
approaches (e.g. the enhanced UCYMicra presented in 5.2.2), HiMicra importantly
reduces the required time to download the sites, since each site is expected to be crawled
from the most near (or at least a significantly near) crawler.

HiMicra and centralized crawling: HiMicra, as any other distributed crawling ap-
proach, has important advantages compared to a centralized crawler. HiMicra easily
outperforms any centralized crawler since it distributes not only the downloading task,
but also the processing task, to a number of remote machines. While having an extra
network overhead of having to transmit the processed and compressed data from the
migrating crawlers back to the coordinator, at the bottom line, this overhead is negligi-
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ble compared to the benefits of the distributed approach. Since the data is transmitted
back to the coordinator compressed and processed (1/10 of its original size [36, 35]), it
requires importantly less bandwidth in the search engine site than any centralized ap-
proach to crawl (in fact, in our experiments with the original UCYMicra, we did not
detect any networking bottleneck in the search engine’s site). Moreover, the probing
overhead on HiMicra is also negligible, and does not create any bottlenecks, since prob-
ing is distributed in the migrating crawlers. Finally, the task of monitoring for changes
is also distributed in the migrating crawlers, and without creating any load in the search
engine site.

HiMicra and distributed crawling: HiMicra, compared to earlier approaches of
distributed crawling, is better, since it performs a location aware distribution of the
URLSs to the distributed web crawlers. This location awareness results to an important
decrease in the time spent for the downloading task. On the other hand, HiMicra has an
extra overhead (compared to earlier distributed crawling approaches) since it needs to
perform probing of each site from some of the migrating crawlers before delegating the
site to one of them. However, this probing is significantly reduced from the probing de-
manded in the brute-force location aware distributed crawler (presented in section 5.3).
In fact, the overhead in HiMicra from the probing function is significantly less than the
benefits from the location aware web crawling.

HiMicra importantly reduces the number of the required probes for making near to
optimal delegations. The hierarchical approach facilitated from the HiMicra algorithm
enables us to quickly locate the subset of the migrating crawlers that are near to each
domain name. More specifically, experimenting with real Internet data (12 crawlers
and 1000 domain names), we managed to reduce the number of required probes to 1/2
of the total number of probes required from the brute force approach. Experimenting
with generated data (50 crawlers and 2000 domain names), we managed to reduce the
number of required probes to 1/5 of the total number of probes required from the brute
force approach. Detailed results of these experiments are presented in 8.5.

The slight performance of the algorithm with the real data, compared to the increased
performance of the algorithm with the generated data was expected. For practical rea-
sons, we were not able to include more than 12 crawlers in our experiments in the real
Internet. Therefore, the resulted hierarchy when experimenting with real data was not
favoring the HiMicra methodology (not enough crawlers). On the other hand, exper-
imenting with 50 crawlers (the generated data) would allow the HiMicra algorithm to
efficiently facilitate the hierarchy for making near-to-optimal delegations, and save us
an important number of probes.

For practical reasons we were not able to actually execute the suggested delegation
and compare it with the other possible delegations. Running such a function in the
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twelve foreign hosts could be characterized as network attack, and would also take
significant time and use important resources, that the collaborating networks could not
spare. However, based in the previous experiments (section 8.3 and section 8.2), during
which we showed direct correlation of probing and downloading time, we argue that
the downloading time for the HiMicra delegation would be very near to the optimal
downloading time. Thus, we expect the downloading time to be almost one order of
magnitude less compared to the average downloading time with a random assignment
of URLs to crawlers.

6.9 Conclusions from the HiMicra system

In this chapter we proposed and evaluated HiMicra, the first practical approach toward
location aware web crawling. The HiMicra algorithm builds a hierarchy of migrating
crawlers, which enables the coordinator to efficiently locate the subset of the migrating
crawlers logically near to a new domain name. The new approach reduces the required
number of probes for each URL significantly (compared to a brute-force approach).

Construction of the hierarchy and the actual implementation of HiMicra is trivial.
However, for practical reasons, we were not able to test HiMicra with real data. Nev-
ertheless, our tests with generated data revealed that HiMicra can scale in pace with
the real Internet. In fact, HiMicra seems to significantly improve its results while more
crawlers are added.

The experiments conducted with HiMicra reveal that the approach can significantly
reduce the required probes for performing delegations of URLs. However, from the
experimental results, we expect that HiMicra can perform significantly better when it
runs it the real Internet, with a larger number of available migrating crawlers. Thus,
for future work, we plan to run the HiMicra experiment with more migrating crawlers.
Also, if the experiment results are still promising, we plan to implement a load balancing
and a dynamic calibration scheme that will make our approach more dynamic.
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7.1 Introduction

In the two previous chapters, after realizing the advantages of location aware web crawl-
ing, we designed and tested two different extensions in UCYMicra that enable location
aware web crawling. The first extension required an excessive number of probes (pings
or HTTP/HEAD), while at the second extension we managed to reduce these probes
importantly without having significant difference in the quality of the results. Now we
propose another extension for location aware web crawling, which reduces the need for
probing much more, and gives better delegations. The new proposal facilitates the use
of information provided from the four RIRs (Regional Internet Registries) to create a
hierarchy of IP subnets. This hierarchy is later used for location aware web crawling
with even less need for probing. The new method reduces the need for probing by a
factor of four.
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7.2 IP based hierarchy for location awareness

With IPMicra, we specifically target in the reduction of the required probes for a delega-
tion of a URL to the nearest crawler. We designed and built an efficient self-maintaining
algorithm for domain delegation with minimal network overhead by using information
from the Regional Internet Registries (RIRs for short).

The basic idea behind IPMicra is the organizing of the IP addresses, and subse-
guently the URLSs, in a hierarchical approach. More specifically, we us&®VHOIS
data collected from the RIRs to build and maintain a hierarchy with all the IP ranges (IP
subnets) currently assigned to organizations. We then place the migrating crawlers (that
were kindly hosted by collaborating organizations) in the subnet hierarchy, according
to their IP addresses. Then, we use the hierarchy in order to efficiently find the most
near crawler for every new URL, without the need for excessive probes. More to the
point, we first place the URL in the appropriate subnet (based on the URL's IP) and then
navigate the hierarchy in a bottom-up fashion, probing the crawlers in the order found.
We stop as soon as we find a crawler that satisfies a threshold, pedleithg thresh-
old. Probing threshold is the maximum acceptable probing time from a crawler to a
page and it is set by the search engine’s administrator depending on the required system
accuracy. In simple terms, the higher the threshold, the less optimal delegations we get.
During our experiments (see secfiefevallPMicra) we found a probing threshold set
to 50msec to give a good ratio of quality for number of probes.

Our evaluation (presented in detalil in section 8.6) revealed that the IPMicra system
not only outperforms traditional crawling, but, most importantly, significantly improves
the performance of distributed (location unaware) web crawling, without adding any
significant overhead. In fact, the added overhead due to the probing function is negligi-
ble.

Before describing the IPMicra approach in more detail, it is important to give a
small introduction for the Regional Internet Registries (RIRS), since we will use data
from them for building the hierarchy.

7.3 Regional Internet Registries

Regional Internet Registries are non-profit organizations that are delegated the task of
handling IP addresses to the clients. Currently, there are four regional Internet Registries
active in the world:

1. APNIC (Asia Pacific Network Information Centre): Covers Asia/Pacific Region

2. ARIN (American Registry for Internet Numbers): Handles the IP addresses for
North America and Sub-Sahara Afrika

49



3. LACNIC (Regional Latin-American and Caribbean IP Address Registry) - Covers
Latin America and some Caribbean Islands

4. RIPE NCC (Rseaux IP Europens) - Covers Europe, the Middle East, Central Asia,
and African countries located north of the equator

Despite the anarchy currently experienced in the Internet, the four Regional Internet
Registries manage to keep an updated database with IP addresses registered in their
area. All the sub-networks (i.e. the companies’ and the universities’ sub-networks)
are registered in their regional registries (through their Local Internet Registries) with
their IP address ranges. Later on, if the subnet administrator wants to register another
block of addresses, again the addresses are expected to be registered under the same
organization name in the same RIR.

With the RIRs functionality, a hierarchy of IP ranges has been created in the Internet.
We can consider the IP range hierarchy starting from the complete range of IP addresses
(from 0.0.0.0 to 255.255.255.255). Then, the IP addresses are delegated to RIRs in large
address blocks, and finally, they are sub-divided to LIRs (Local Internet Registries),
where then are finally sub-divided to their customers-end users.

7.4 An outline of the IPMicra system

The IPMicra system is also architecturally divided in the same three subsystems that
were introduced in the original UCYMicra: (a) the public search engine, (b) the coordi-
nator subsystem, and (c) the mobile agents subsystem (figure 7.1). However, only the
public search engine remains unchanged. The coordinator subsystem is now enhanced
with the functionalities of building the IP hierarchy tree and coordinating the delegation
of the subnets to the migrating crawlers. Moreover, the migrating crawlers are enhanced
with code for probing the sites and reporting the results back to the coordinator.

Following, we will provide an overview of the methodology by showing how it han-
dles the different events. These events include the building and maintaining of the IP hi-
erarchy, the introduction or deletion of collaborating sites (that host migrating crawlers)
in the system, and the delegation functionality of new sites.

7.5 The IP address hierarchy and crawlers placement

Efficient delegation of URLSs to the migrating crawlers is based on an IP addresses hier-
archy. We will now report on constructing and maintaining the hierarchy, and see how
new and leaving migrating crawlers bind in it.

50



......................................

=] ;
5 . Search
; Engine
Weh client g Database

perorming —

searches Search Engine’ 5
Wieh Sewers § ;
| ; ; Maintains
' Weh Sewers
Ihustmg migratin -- i :
bocrawlers (MC) ; :
Mobile Agents subsystem Cunrdinatur Subsyatem

Figure 7.1: IPMicra architecture

7.5.1 Constructing the IP addresses hierarchy

The idea behind the IP addresses hierarchy is to somehow identify the various subnets
and how they are linked together (i.e. they belong to the same company or a smaller
subnet is enclosed in a bigger subnet). This hierarchy’s construction requik&¥siaEs

data, available from the four Regional Internet Registries in bulk gangped text file

per RIR) (to be more precise, we could build the same hierarchy progressively by using
the mask addresses of each IP - CIDR protocol - but due to difficulties in collecting the
mask addresses, we chose to build the hierarchy with the RIR data).

Construction of the IP addresses hierarchy is straightforward and computationally
light. Starting from the biggest to the smallest IP ranges (from top to down in the
hierarchy), we enter the IP address ranges in the proper places in our hierarchy. These
ranges are extracted from tiiHOISiles of the RIRs. At the end of the process, we get
an IP addresses hierarchy similar to the one in figure 7.2 (with more subnets of course).
Each node of the hierarchy contains the IP range of the subnet and the name of the
company or organization that owns the subnet.

Our experience shows that the expected maximum height of our hierarchy is 8. Fur-
thermore, the required time for building the hierarchy is also small, and the hierarchy
can be easily loaded in main memory in any average system.

7.5.2 Inserting and removing migrating crawlers from the system

The ideal approach for IPMicra is to have one migrating crawler in every subnet (as the
subnets are registered in RIRS). However, this is not feasible since not all organizations

51



0.00.0- 255255255255

I
[¢] 2
IP range: 100001 -

140255 255 255
I
1

s | ]
IP range: 120001 -
[ 1

125255 355255
I

11:companyl 12:target 13 :company2 14
crawler x 121.00.1 crawler ¥
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are willing to collaborate on such a project. So, the next best alternative is to place the
crawlers in as many willing organizations as possible (usually universities and research
affiliates).

After securing willing organizations, we construct and send a migrating crawler
in each of these organizations (similarly with UCYMicra). Since the IP address of the
machine that the crawler will run is known, we can immediately assign the subnet where
the machine belongs to the new crawler. This way, the crawler gets in the hierarchy.
Once set in the hierarchy it enables other load balancing algorithms (described later)
to run, allowing acquisition, for balancing and performance purposes, of subnets from
neighbouring migrating crawlers. Organizations canceling their collaboration with us
(leaving migrating crawlers) are also handled effectively. In case of a migrating crawler
leaving from the system, the algorithm runs in the coordinator to optimally re-delegate
the orphan subnets.

7.5.3 Maintaining the IP address hierarchy

We do not expect that the IP hierarchy is stable over time. The current Internet infras-
tructure is considered one of the more dynamic and more rapidly changing structures of
the world. To face this fact, we had to design a system that could be easily updated with
the new data. Furthermore, it was important for us to be able to pass over to the new
hierarchy all the delegations that existed in the previous one. Thus, we have developed
software to automate the parsing of iIMHOlSdata from the four RIRs, and its integra-
tion into a local database for ease in searching. During testing of our software, we found
that it is sufficient and inexpensive to rerun this software once a month in order to renew
our IP hierarchy. Since it was computationally inexpensive, we selected to rebuild the
IP hierarchy tree from scratch every time instead of maintaining the old one.

After building the hierarchy, we had to propagate all the subnet delegations that
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existed in the old hierarchy tree to the new one (URL delegation process end effectively
initial subnet delegation is described in section 7.6). At this point, we were handling
three cases:

1. A subnet that in the old hierarchy was delegated to a migrating crawler, remained
unchanged in the new hierarchy. This was the most usual case. In this case we
re-delegate the subnet in the new hierarchy to the same migrating crawler.

2. A subnet (or part of it) that in the old hierarchy was delegated to a migrating
crawler, is split to two or more subnets in the new hierarchy. In this case, we del-
egate the resulting subnets to the same migrating crawler that the original subnet
was delegated to.

3. A subnet (or part of it) that in the old hierarchy was delegated to a migrating
crawler, is deleted in the new hierarchy i.e. two subnets were joined to form a
bigger subnet. In this case, we delegate the new subnet to the same migrating
crawler that the original subnet was delegated to.

While not obvious, the last two cases are giving valid results, since changes in the
subnets usually happen in low levels of the hierarchy (leafs), where we expect similar
behaviour between sibling subnets.

Our experiments revealed that this algorithm was efficient for the propagation of the
delegations. However, we do not expect the algorithm to be always valid. Since there are
S0 many parameters affecting the Internet infrastructure, no algorithm can propagate the
subnet delegations 100% correctly. We use this algorithm only as a best-effort heuristic,
so that we do not have to re-delegate all the modified subnets each time we build the
hierarchy. However, we take a provision in order to detect errors from this propagation
and other errors generated from the Internet’s dynamic nature. This dynamic calibration
of the URL delegations is described in section 7.6.2.

7.6 The URL delegation procedure

We had to keep some things in mind while designing the delegation algorithm for the

URLs. First of all, we had to make the delegation procedure as light as possible, for

network and for processors. Then, since our methodology is based in the changing
Internet structure, we also have to constantly verify that the delegations of the subnets
to the crawlers remains near-optimal during time. Finally, we needed to alleviate any

possible bottlenecks in the distributed crawlers with efficient load balancing between

the crawlers.
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7.6.1 Handling of new URLS

Based on the assumption that the sub-networks belonging to the same company or orga-
nization are logically (in terms of network distance - latency from other outside probing
points) in the same area, we use the organization’s name to delegate the different do-
mains to the migrating crawlers. In fact, instead of delegating URLS to the distributed
crawlers, we delegate subnets. We do thatlaeg evaluation mannethat is, we try to
delegate a subnet only if we found one URL that belongs to that subnet.

To delegate a new URL, we first find tkenallestsubnet from the IP hierarchy that
includes the IP of the URL, and check if that subnet is already delegated to one crawler.
If so, we then try to delegate the URL to the migrating crawler that handles the subnet.

If not, we do not immediately probe the subnet. Instead, we check whether there is
another subnet that belongs to the same company and is already delegated to a migrating
crawler (or more). Only if this search is unsuccessful, we probe the subnet with the
migrating crawlers in order to find the best one to take it over. If on the other hand,
we find subnets belonging to the same company (as already described, this information
is saved in the hierarchy) that are already delegated to a crawler (or more), the new
URL, and subsequently, the subnet that the URL belongs to, is also delegated to the
same crawler (based on the assumption that the sub-networks that belong to the same
organization-company are logically near, since usually companies have high-bandwidth
inter-communication). That s, if one subnet handled from company X is already probed
and delegated to one of the migrating crawlers, whenever we find an address residing
either in the same subnet or in another subnet belonging to the same company (its IP
belongs to the same company), we do not have to probe it. Instead, we delegate it to the
same migrating crawler that has taken the first subnet. Furthermore, if there are more
than one subnets of the same company delegated to different crawlers (this is possible
in our algorithm in order to delegate sites belonging to international companies, and for
load balancing), then the new subnet is probed from these crawlers and delegated to the
fastest. And since probing is done sequentially, we stop as soon as we find a crawler
that satisfies the probing threshold.

From our method we exclude the unary subnets (subnets that include one address
only) since delegation of these subnets to crawlers would result in minimal benefits. In
the case where URLs belong to one of these unary subnets, these subnets are ignored
and their immediate parent subnets (the subnets that include the unary subnet) are used.

Subnet probing is done by probing a URL that belongs to the subnet (since we
probe the subnets only when we found a URL, we must have already found a URL).
However, not all the crawlers need to probe all the subnets. We can avoid probing
from most of the crawlers, even for a completely new subnet. Subnets form a tree-like
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hierarchy. Since the IP addresses are assigned from ICANN to RIRs and from RIRs to
LIRs (Local Internet Registries), and then to organizations, usually in batch mode (as
IP ranges, called subnets), it is logical for us to follow the hierarchy from bottom to up
(subnets from small to big), each time trying to find the most suitable crawler to take the
subnet. Thus, when probing needs to be done for a subnet, we first discover the parent
subnet (the subnet that includes our target subnet), and find all the subnets included in
the parent subnet (can be seen as siblings of our target subnet). Then, for all the sibling
subnets that are already delegated, we sequentially ask their migrating crawlers, and the
migrating crawlers of their children subnets to probe the target subnet, and if we find
any of them that has probing time less than a specific (probing) threshold, we delegate
the target subnet to that crawler and stop probing. If none of the migrating crawlers
satisfies our probing threshold, our search continues to higher levels of the subnets tree.
In the extreme case that none of the crawlers satisfies the probing threshold, the subnet
is delegated independent of the probing threshold, to the crawler with the lower probing
result.

The main logic of the algorithm described earlier (executed in the coordinator) is
presented in the following pseudo-code:

for any newly discovered URL u {
subnet s = smallestNonUnary(u);
if (IsDelegated(s)){ // the subnet is delegated
delegate u, s to the same migrating crawler;
next u;
}
elseif (sameCompanySubnetDelegated(s.companyName)){
/[ a subnet of the same company is delegated
mc = migrating crawler that has the other subnet;
mc.delegate(u, s) //the url and the subnet
} else {
while (s not delegated) {
S = s.parent;
if (IsDelegated(s)) { // check the parent
mc = the migrating crawler that has subnet s;
time = mc.probe(u);
if (time<threshold)
mc.delegate(u, s); //the url and the subnet

for every child of s until u is delegated {
sch = s.child
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if (IsDelegated(sch)) { // check the child
mc = migrating crawler that has subnet sch;
time = mc.probe(u);
if (time<threshold)
mc.delegate(u, Ss)

}

if (allAvailableCrawlersProbed)
delegate the subnet to the fastest crawler

Some companies may have multiple mirrors of their main web-sites distributed over
the world (in different locations) and use a DNS-based load balancing or a commercial
solution like the ones offered from CDN'’s e.g. Akamai. However, this does not affect
our algorithm, since we delegate IP addresses (more exactly, IP subnets), and not web
sites. So, the fact that there can be multiple mirrors and multiple IP addresses of the
same domain name does not create any trouble. We just select one of these IP addresses,
and delegate it to the most suitable crawler. If for any reason the selected mirror ceases
working in the future, we then retry the delegation for an alternative IP address. The
described approach may not always offer the optimal solution, since another pair of
a migrating crawler and a mirror may have better results, but it has good results, and
testing all the combinations is not something light for the network.

Probing: Probing of subnets is inexpensive. However, it was important for us to
respect the communicational resources of the machines that were hosting the migrating
crawlers. Therefore we enabled subnet probing only during the time that the migrating
crawler is allowed to crawl (the low-usage hours). Therefore, any subnet probing request
remains in the coordinator until the timespan that the destination crawler is allowed to
work arrives. Then the site is probed. This has the extra advantage that each site is
probed from each crawler near the time that it would be actually crawled later if it was
delegated in that crawler. This kind of probing takes the expected workload of the server
to be crawled in the future crawling time under consideration, thus avoids overloading
of the server in peak hours. The extra time needed for the probing to be completed is
insignificant.

Probing results collected from the various crawlers are returned in the coordinator,
who needs them to perform the location aware delegation, and are stored in the central
database for future use. This practice saves us from an important number of probes,
since we may recall a probing result from the database (if exists) instead of trying to
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find it again. Invalidated probing results are easily located and replaced, with a dynamic
calibration mechanism described later. Furthermore, this probing database enables the
search engine administrators to define the appropriate probing threshold.

Example: In order to clarify the delegation methodology, we include an example.
The example references the hierarchy presented in figure 7.2

Subnet 2 in figure 7.2 has an IP range from 100.0.0.1 to 140.255.255.255. Subnet
8 is included in subnet 2 with an IP range from 120.0.0.1 to 125.255.255.255. Subnet
12 is a unary subnet for IP 121.0.0.1. The mentioned hierarchy can be built from the
bulk WHOISInformation from the RIRs. The scenario includes probing for a URL that
resides to IP 121.0.0.1. Doing a query in our IP addresses hierarchy, we discover that
the smallest subnet including our target IP is subnet 12, which however is unary. Thus,
according to our algorithm, we ignore subnet 12, and use subnet 8 instead. Subnet 8 is
not delegated in any crawler, so we check to see if any other subnet belonging to the
same company is already delegated to any crawler. Supposed that no other subnet of the
same company is delegated (organization name is stored in every node in the hierarchy),
we continue by checking for neighboring subnets that are delegated. Looking again in
our hierarchy, we discover that while subnet 8 is not delegated to any crawler yet, sub-
nets 11 and 13 (its children) are delegated to two different crawlers, x and y respectively.
Therefore, we ask these two crawlers to probe the new subnet. If probing in either of
the two crawlers’ results in time less than the probing threshold, we delegate the new
subnet to that crawler, or else we proceed to higher levels of hierarchy. However, since
in this scenario, subnet 12 is a unary subnet, we delegate both subnets 8 and 12 to the
faster crawler. Since the subnets 11 and 13 are already delegated and are lower in the
hierarchy than subnet 8, this does not affect them (their delegation supersedes the dele-
gation of their father). Subnet 14, which is not yet delegated, stays un-delegated. If we
need to delegate it in the future, we run the same algorithm until we find some crawler
satisfying the probing threshold.

7.6.2 Dynamic calibration of URL delegations

The assumption that sub-networks belonging to the same company are logically near
(in terms of network latency) may, in rare cases, be wrong, e.g. in international ge-
ographically distributed companies that do not provide fast interconnections between
their offices. Furthermore, the probing results stored in the database as well as the sub-
net delegations may get invalid during time, since they are based in the changing Internet
infrastructure (thankfully, these changes are not expected to happen in high frequency,
since they mostly depend on very expensive commercial agreements. Our experience
showed that the probing results were not significantly changed in a testing period of
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three months).

An efficient algorithm should detect these changes in order to maintain an efficient
delegation of subnets to migrating crawlers. For these reasons, we perform some addi-
tional counts during the crawling function, which efficiently detect changes that should
cause re-delegation of some subnets. More specifically, each migrating crawler in the
IPMicra extension counts the required time for evelilyTP/GET request it issues for
every web page. The new time is compared with the previélisP/GET times for
the same web page, stored locally in the crawlers’ memory. If the new time is suffi-
ciently larger (a threshold defined from the search engine administrator) than the time
demanded for the previous downloads of the same page, and if this repeats for more than
one time continuously, then the subnet is re-delegated, so that a more suitable crawler is
found. The same happens with evety TP/HEADcommand, which is often used from
our crawlers in order to discover whether a particular page has changed.

Incorporating this extra task during web crawling, we manage to keep our delega-
tions up to date and to efficiently detect any negative changes in the Internet infras-
tructure with respect to the existing delegations. Applying the dynamic calibration al-
gorithm does not introduce any more load in the Internet infrastructure, since we only
use information already available, produced from the standard commands issued for the
web crawling task. Furthermore, the extra computational load added from the dynamic
calibration algorithm is negligible.

7.6.3 Bottleneck elimination and load balancing

The previously described delegation of subnets to crawlers can create bottlenecks to
crawlers that are connected with high-bandwidth links to the Internet or crawlers that
are in very crowded (from web-sites) areas. Furthermore, the organizations hosting the
crawlers may choose not to let the crawlers take advantage of their full free bandwidth,
even in the low-usage hours that the crawling is done (as with the UCYMicra approach,
IPMicra too crawls only in low-usage hours i.e. from midnight to six in the morning),
for their own personal reasons. For these reasons, we enhanced our algorithm to take
these conditions into consideration. Each crawler has a maximum capacity, the size of
the assigned web-pages that the crawler has to check each day. In the case where one
crawler is found to be the best for one new subnet, but the inclusion of this subnet to the
crawler’s workload violates the crawler’s capacity, then measures are taken toward one
of the following: (a) either the overloaded crawler takes the new subnet and releases one
of the old ones, which is then taken over from some other crawler, or (b) the new subnet
is delegated to the second-best crawler.

We looked into several approaches to ensure that our suggestion is scalable. We were
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able to find many suitable approaches for this task. The problem could be translated and
solved as a standard linear programming problem, or, we could follow a test-all-cases
approach, testing all the possible combinations in order to find the best. Furthermore,
we could use a simpler heuristic that finds the best URL to re-delegate by comparing
the next-best time for all the URLs in the overloaded crawler. All the approaches target
in minimizing the global cost, which is, in our case, defined as the sum of the time that
takes each of the crawler to download the web pages assigned g jt;, where
i=page, j=crawler, and

time required to download i from j, ifi delegated to |
P = For the purpose of this

0, otherwise
work, we developed another heuristic based on the variance of the logical distance of

each web-page (identified from the probing result) from all the migrating crawlers that
probed the web page. Intuitively, small probing time variance implies that most of
the probed crawlers have similar probing results. Thus, we expect to be easily able to
find a near optimal crawler to take over a page. The execution of the load balancing
algorithm is taking place in the coordinator. The coordinator uses the stored (in the
database) probing results for all the subnets to select the subnet that can be removed
from the overloaded crawler. This is the subnet with the smallest variance in its probing
results. The crawler takes this subnet and checks if the next-best crawler for it (if any),
according to the probing results, is available and can accept the subnet (i.e. will not get
overloaded). If so, the subnetis re-delegated to this crawler. If not, we retry the approach
with the next best subnet, until we find a subnet that can be efficiently delegated to a
new crawler.

We found this heuristic to perform well. We selected this heuristic instead of a linear
programming (which would be more effective) and the test-all-cases solution strictly
because of the ease in implementation. Furthermore, the heuristic was selected over
the heuristic based on next-best time, because it was expected to scale more gracefully,
and function better over time. Our tests revealed that the heuristic was able to make
the best load balancing decision in more than the 2/3 of the cases. Furthermore, in all
the rest cases, the heuristic was able to find an acceptable solution. Unfortunately, due
to space limitations we cannot present analytical results of our experiment here. While
satisfied with this heuristic, part of our ongoing work is to apply and evaluate other load
balancing algorithms.
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7.7 The evolutionary nature of IPMicra

IPMicra optimizes itself during time. As already noted, IPMicra performs a dynamic
calibration of the URL delegations in order to discover problematic delegations as soon
as they become non-optimal. Thus, the delegations in the IP address hierarchy are
always kept near to optimal. Furthermore, as the IPMicra system gets ‘trained’ with
more data (more migrating crawlers and more web sites), it requires less and less probes
to perform an optimal delegation. More specifically, while adding the subnet delegations
in the IPMicra hierarchy we increase the possibility of a new URL to reside in an already
delegated subnet (thus, assigned to a crawler without probing), or, very near a delegated
subnet in the IP hierarchy (which makes it easier for the algorithm to find the best
crawler).

The previous argument can be verified from the experimental data that was collected
during the evaluation of IPMicra. As presented in section 8.6, the last 50 URLs had less
average probes per URL from the first 300 URLSs, in order to succeed a successful
delegation. This is mainly because the hierarchy was getting optimized-trained with the
subnets’ delegations.

In order to clearly visualize the subsequences of training the IPMicra hierarchy,
we performed another experiment with IPMicra, this time without performing any mass
delegation of the URLs. More exactly, we got a clean (without any delegations) IPMicra
system and only placed the agents in the hierarchy. Then, we started delegating 1000
sites, always using the IPMicra algorithm, and measured the required probes for every
site. The results (for three different thresholds) are summarized in figures 7.3, 7.4,
and 7.5. It is very important to see the slope of the trend line (a least square regression
line) in these figures (the dashed line) which makes it clear that the required probes are
continuously reduced during time. This practically means that our method can scale in
pace with the web’s increasing size and a significant number of collaborating migrating
crawlers. In fact, IPMicra actually gets more optimized and requires less probes while
adding more sites and more crawlers.

Similarly, we expect that adding new migrating crawlers in the hierarchy (new col-
laborating organizations) has the same positive effects in our algorithm. More specif-
ically, not only there are more available web crawlers to handle the crawling load, but
the discovery of the optimal crawler for the new URLSs gets easier (with less probes) for
the same reasons.

Based in our experience with the IPMicra project, we argue that IPMicra can reach a
status where it needs not more than two probes for a new URL very easily, with a reason-
able number of collaborating organizations (i.e. a community of 100 organizations) and
without requiring long ‘training’. While, with only twelve collaborating sites and with
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a small number of URLs and subnets delegated, IPMicra manages to outperform its op-
ponents, we expect the new approach to perform miracles in a larger set i.e. in covering
the complete Internet, which however we could not test due to practical limitations.

7.8 Evaluation of IPMicra

IPMicra, as a distributed crawling approach, manages to outperform centralized crawl-
ing. Moreover, IPMicra compared to other distributed web crawling approaches, re-
quires one order of magnitude less time for crawling the same set of web pages.

IPMicra and location unaware distributed crawling: We compared IPMicra with
a location unaware distributed crawling approach. While UCYMicra was a successful
distributed crawling approach, the original UCYMicra suggestion was not targeting in
having the migrating crawlers crawl the whole Internet, but only the pages inside the
LAN of the crawlers. For this reason (as described in 5.2.2), we enhanced the original
concept of UCYMicra by allowing the migrating crawlers to crawl sites outside their
LAN. The sites were randomly assigned to the available migrating crawlers, without
taking the location of the crawlers under any consideration. Our experiments revealed
that IPMicra requires an order of magnitude less time to crawl the same set of data (with
the same number of available crawlers, in the same hosts). The advantages of IPMicra
are even more visible when comparing with the worst-case scenario of the enhanced
UCYMicra (the case where each URL is delegated to the worst web crawler). Detailed
results of our experiments are presented in 8.6.

IPMicra and centralized crawling: IPMicra is a distributed crawling approach,
and, as such, its comparison with a centralized crawling approach is not at all trivial. A
distributed web crawler has important advantages compared to a centralized one, since
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it distributes the downloading and the processing task to the available hosts, this way
alleviating the network and processing bottlenecks from the search engine site. Fur-
thermore, distributed crawling reduces the need for network resources from the search
engine site significantly for various reasons. A traditional crawler on the other hand,
does not have the extra overhead of collecting the produced data from the distributed
collaborating sites, which is the case of the distributed crawler.

The most important bottleneck in the traditional web crawlers is the network bottle-
neck, occurring at the search engine site, while web crawling is performed. Namely, the
important comparison between the two approaches would be the comparison of the time
required to transmit data via the search engine’s network, and the size of the transmit-
ted data over that network path, as this was documented in [35, 36]. In the traditional
crawling approach, this data includes the HTTP/GET requests and their results, while in
IPMicra, this data includes the compressed and processed web documents, transmitted
from the migrating crawlers to the search engine coordinator (as data carriers), and some
additional control messages of negligible size (i.e. probing requests and responses).
Having these in mind, the IPMicra approach outperforms the traditional crawling ap-
proach by requiring to send an order of magnitude less data to the coordinator, for the
following reasons:

1. The data from the migrating crawlers is processed and compressed before trans-
mission to the coordinator. Thus, this data (as in UCYMicra [35, 36]) is at least
one order of magnitude smaller than the complete web documents that contains.

2. The data transmitted from the migrating crawlers is transmitted in a batch method.
Thus, it has less connection delays and overheads.

3. In the distributed crawling approach (IPMicra), not all the changed web pages
need to be transfered back to the coordinator for integration in the database. As
documented in [14], not all the pages that appear to have changes (with the condi-
tional HTTP/GET or the LASTUPDATE date in the HTTP/HEAD) are changed.
Some of these pages have negligible, trivial changes (e.g. a page counter) that
need not to be integrated in the database at all. A traditional crawler could not
identify these pages without downloading them completely. IPMicra on the other
hand is able to detect these changes, and avoid to transmit them back to the coor-
dinator.

4. The new control messages introduced in IPMicra are of negligible size, and are
not responsible for creating any network bottleneck in the search engine site.

Furthermore, IPMicra also alleviates the processing bottleneck which often occurs in
the traditional crawling approach, by distributing the processing task to the available
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migrating crawlers. The migrating crawlers do not face any processing or network bot-
tleneck, since, in a non-experimental setup, they are expected to be many (Grub, a
similar distributed crawling approach, now has more than a thousand users, while the
users of SETI are more than a million).

7.9 IPMicra compared to HiMicra

In this work, we presented two heuristics for making a location-aware delegation to the
available migrating crawlers: HiMicra and IPMicra. We set a number of experiments for
the two approaches, in order to evaluate their efficiency (how many optimal delegations
they succeed and how close to optimal are the rest of the delegations) and their overhead
(how many pings they need to make the delegations). We also needed to find out whether
the results get improved during time.

Evaluating the experimental results we can now say that both the approaches have
significantly less overhead from the brute-force approach, which requires pinging of
all the URLs from all the crawlers. However, we expect that IPMicra will perform
better than HiMicra in the real Internet due to IPMicra’s evolutionary nature. IPMicra
optimizes the IP hierarchy during time, thus, requires less and less probes (average) for
each new URL. HiMicra on the other hand does not have such an evolutionary nature.
HiMicra does not use older delegations to delegate the new URLSs.

Some of the experimental results (when testing HiMicra with the generated data)
show that HiMicra can require less probes to perform a delegation from the IPMicra
approach. However, the delegation produced from HiMicra is significantly less optimal
than the IPMicra delegation. Furthermore, when testing HiMicra with the artificial data
set, we introduce 50 crawlers in our experiment, while, for practical reasons, we were
able to run IPMicra with a maximum of 12 crawlers. We expect that the IPMicra ap-
proach, when tested with the same number of migrating crawlers and the same number
of sites with real data collected from the Internet, will have significantly better results
than the HiMicra approach.

7.10 Conclusions from the IPMicra system

In this chapter, we proposed IPMicra, an extension of UCYMicra, which targets on
offering efficient load balancing and a near-to-optimal delegation of URLS to migrating
crawlers. The motivating power behind IPMicra is an IP address hierarchy tree, which
we build using information from the four Regional Internet Registries.

The IPMicra approach manages to outperform any other distributed crawling ap-
proach, by requiring significantly less time (one factor of magnitude) to download the
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same set of web pages. The importance in IPMicra is that this is done with a negligible
probing overhead. This overhead is reduced while the IPMicra hierarchy gets ‘trained’
during time, and is expected to be minimal (i.e. an average of less than 2 probes per
URL) in a commercial setting with many available highly distributed migrating crawlers
and an optimized IP hierarchy.

We consider this work of significant importance due to the imperative need for a
scalable web crawler, that will be able to catch up to the expanding and rapidly changing
web. The IPMicra proposal can be the solution to the web indexing problem faced from
all the search engines nowadays. Furthermore, while the location aware infrastructure
developed in this work is powered from UCYMicra, it can be applied (as a framework)
to any other (fully or partially) distributed web crawler. The framework can even be
applied in existing commercial approaches, like the Google Search Appliance or Grub.

Moreover, the location-aware infrastructure developed in this work can be used as
a framework to facilitate several optimizations itself, for generic distributed applica-
tions in the Internet. For example, this framework could efficiently enhance the load
balancing schemes used from content delivery networks, such as Akamai.
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8.1 Introduction

In this chapter we present the evaluation results of location aware web crawling, HiM-
icra, and IPMicra. The evaluation results show that location aware web crawling man-
ages to downgrade the time needed for downloading of the same data to as much as an
order of magnitude. The same applies for the brute force location aware web crawler,
which usegping or HTTP/HEADmessages to estimate the logical distance.

From the evaluation it is also clear that HiMicra and IPMicra manage to make good
estimations for the location awareness, without the need for excessive probes. We also
show that the two approaches outperform not only the traditional crawler, but even the
more advanced UCYMicra (distributed) crawler.

In order to get a better insight of our evaluation, we performed each experiment
presented below for a number of times, and then calculated the averages. Furthermore,
each time we experimented not only with the subset of sites but also with the time of
the day the experiment would run, and whether the experiment would run concurrently
in all the sites. In short, the results of all the experiments favored location aware web
crawling, and especially the IPMicra approach. The results are presented in more detalil
below.
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8.2 Evaluation of location aware web crawling

Web crawling can be divided in three distinct functions, (a) the download of the page, (b)
the processing of the HTML text, and (c) the integration of the results in the database.
Location aware web crawling, compared to distributed location-unaware web crawling
(UCYMicra), was expected to reduce the time needed for the first function, the down-
loading of all the pages. The processing of the HTML text and the integration of the
results in the database are not affected from the location aware extension, so, we do not
expect them to change.

In order to verify our arguments we ran the following experiment: The experiment
demanded crawling of 1000 static web pages (different domains) from four distinct lo-
cations (physically and logically far away from each other) and timing the download
function for each page from each crawler. At some of the times the crawling was done
concurrently from all the crawlers and at some other times asynchronously - in low-use
local hours for each crawler. To get more clear evaluation, we ignored the processing
time, and the time for integration in the database, since these times were not affected
from the location aware approach. We only count the required time to download all
the web pages from the crawlers. The downloading function in each crawler was done
sequentially, meaning that, at each moment, there was a maximum of one active HTTP
connection at each crawler for downloading a web page. This way we were trying to
keep our results independent of the available network bandwidth, so as to more ac-
curately measure the effects of location aware web crawling. We had to enforce this
limitation since each crawler was running in different network, and having different
bandwidth to use.

We then used the timing results that were collected during the experiment in order
to simulate and compare the two approaches. In order to get the setup for a location
aware web crawling, we delegated each URL to the crawler that needed the less time for
downloading it. The setup for the enhanced UCYMicra(as described in 5.2.2), repre-
senting distributed location unaware web crawling, was found by performing a random
distribution of the URLSs to the four migrating crawlers. The experiment was repeated
multiple times, with different URLs each time, for more representative results.

Our evaluation had very encouraging results. Location aware web crawling out-
performed standard distributed crawling (represented from the enhanced UCYMicra,
which is even better than the earlier distributed and centralized web crawlers) since it
managed to significantly reduce the time needed to download the web pages. More
specifically, location aware web crawling requiredle order of magnitude less time
for downloading the same set of pages than the UCYMicra approach. The results of
location aware web crawling were even more impressive compared with the worst case
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Figure 8.1: Performance evaluation for location aware web crawling

scenario of UCYMicra. The results of this experiment are summarized in 8.1.

8.3 Evaluation of the probing metrics

It was straightforward to evaluate the suitability of the two proposed probing metrics
for estimating the logical distance between two Internet nodes. To do so, we performed
the following experiment: We constructed a slightly modified version of the migrat-
ing crawler suggested for UCYMicra, which was able to measure the time required to
download a web document. The crawler was also enabled to probe a foreign host (with
HTTP/HEADandping ). We then launched four modified migrating crawlers to four
different places (geographically and logically far away from each other). Finally, we
fed the four crawlers seedlists with a list of 1000 URLs (randomly selected from our
database). The crawlers not only downloaded the URLs and measured the required time
to download each page, but also probed the machines hosting the URLSs, and saved all
the measures in a text file. We then collected and analyzed the four text files, in order
to reveal if there is any relation between the probing results and the time required to
download a web page. In order to have better results, we repeated the experiment four
times, each time with a different set of URLs, and at different time of day.

The experiment had very encouraging results. i@ P/HEADandping metrics
were both proved very suitable for the task of estimating the logical distance between
two Internet nodes. In more than 90% of the cases, the crawler that had the shortest
probing result for a page, was also the crawler that could download that page the fastest.
More specifically, while usinging for probing, we were able to make 908 (average)
out of 1000 correct predictions about which crawler was the best (the fastest) for each
page. Furthermore, while usit§iT TP/HEAD we were able to make 925 (average) out
of 1000 correct predictions. In these numbers, we included the cases that, for some
reason (e.g. temporary network downtime in the target machine), one or more of the
crawlers failed to probe a URL. In these cases, we were predicting the nearest crawler
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based on the available probing results, or, at the worst case (where all the crawlers failed)
randomly.

These results practically meant that we found two efficient and light methods for
estimating the most near web crawler to an arbitrary Internet node. The methods, as
evaluated experimentally, were giving almost completely correct results, and by gener-
ating importantly less load than by timing th TP/GET command.

8.4 Evaluation of the brute force web crawler

Using the same setup, we also experimented to find out the suitability of the two sug-
gested probing metricping andHTTP/HEAD in order to get a better insight for the
brute force location aware web crawler, suggested in section 5.3. More to the point, the
crawlers in the previously described experimental setup also had a probing functional-
ity enabled. Probing was either done with an inexpensBMP PING message or by
timing anHTTP/HEADrequest. Thus, the executions of the previous experiment also
produced some probing results, which we could use to simulate the brute-force approach
described earlier. However, in the probing results we had some cases where at least one
of the crawlers failed to probe a particular URL. This failure was either because of a
temporary network or web server malfunction, or, because of network restrictions i.e.
an intermediary firewall was blockingING messages. These URLs were detected and
counted. Then, these URLs were delegated by using the available probing results (or, at
the worse case where there was no available probing result, randomly). Finally, for the
rest URLs (the URLs that were probed normally from all crawlers), instead of simulat-
ing the most efficient location aware delegation, this time, we made the delegation based
on each of the two probing metricgifg and the time required for adTTP/HEAD.

The results of these two experiments are summarized in figure 8.1 where we present
the following parameters:

Column 1 - UCYMicra?! (random) The time required for downloading with UCYM-
icra when we were randomly delegating the sites to the available crawlers. This
time was the sum of all the downloads from all the crawlers (ignoring that the
crawlers were running in parallel).

Column 2 - UCYMicra (worse case) The maximum possible time required for down-
loading with UCYMicra. This field was calculated by making the worse possible
delegations for each URL.

Column 3 - Finishing time (Random) Considering that all the crawlers were down-
loading in parallel, this is the time that took for all the crawlers to finish in the
UCY Micra version, since the downloading started.
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Column 4 - Location aware The time required for downloading in our distributed crawler
when we were having a perfect location aware delegation. This time was the sum
of all the downloads from all the crawlers (ignoring that the crawlers were running
in parallel).

Column 5 - Finishing time (location aware) Considering that all the crawlers were
downloading in parallel, this is the time that took for all the crawlers to finish
in the location aware version, since the downloading started.

Column 6 - Probing (ping) time The time required for downloading with brute force
location aware methodology when we were ugngg  for probing. This was the
sum of all the downloads from all the crawlers (ignoring that the crawlers were
running in parallel).

Column 7 - Probing (head) time The time required for downloading with brute force
location aware methodology when we were timing HiETP/HEAD command
for probing. This time was the sum of all the downloads from all the crawlers
(ignoring that the crawlers were running in parallel).

We then compared the resulting delegation from the brute force approach with the
optimal delegation. The results of this comparison were very positive. While we were
not able to always make the most optimal delegation, this was the case in the overwhelm-
ing majority of the URLs. The probe-based delegation (both the approachegingth
andHTTP/HEAD correctly identified the best crawler for most of the URLs. When us-
ingping to probe the remote sites from each crawler, we managed to correctly delegate
908 URLs (average), while when probing wifT TP/HEADwe managed to correctly
delegate 925 URLSs (average). This resulted to an average of 92 suboptimal delegations
for ping and 75 suboptimal delegations fRHITTP/HEAD As already mentioned, in
these numbers we included the cases where some or all the crawlers failed to probe the
site. The delegation in this case was done either from the remaining probing results, or
randomly. In our experiment, when usipgng for probing we had an average of 76
such failures, whileHTTP/HEADhOad only 12 such failures.

Concluding, it is important to note that, from the evaluation results and especially
Columns 4, 6, and 7, itis clear that the two probing alternatives we suggestgd énd
HTTP/HEAD can easily and effectively be used toward a location aware web crawling
system.

8.5 Evaluation of HiMicra

For practical reasons, we were not able to correctly evaluate the HiMicra system. Such
an evaluation would require a big number of collaborating organizations (that would
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host us a migrating crawler) and a big number of testing URLs. However, we were able
to do some preliminary tests with 12 migrating crawlers, which we will present now. We
do not argue that the preliminary tests fully represent the algorithm, since the algorithm
was designed for bigger testing sets (more migrating crawlers, bigger hierarchies). In
fact, we expect the algorithm to have significantly better results in the real Internet, with
more migrating crawlers. Also, due to the limited number of migrating crawlers we
could not even try different variations of the algorithm (i.e. try to run the algorithm with
a branching factor set to 3).

For our preliminary experiments, we managed to collect probing measures from
12 collaborating organizations (which were kind enough to run a script for us, that
sequentially probed 1000 URLSs, and propagated the results back to us). Then, we used
the probing results from the 12 organizations in order to simulate the HiMicra approach
and evaluate its performance.

More precisely, we collected probing measures (for practical reasons we were prob-
ing with theping command, although we expect that probing VtthTP/HEADwiill
have very similar results, according to section 8.3) for 1000 randomly selected domain
names from 12 affiliated universities and companies, which were widely spread over
the world(U.S.A, Europe, Australia). The probings were each time collected in low use
hours (local time) in order to avoid creating any trouble and get more representative
results. Then, we ran a number of simulations of the HiMicra approach, each time se-
lecting a different subset of the 1000 URLSs to construct the hierarchy, and a different
subset of the 1000 URLSs to execute HiMicra. We also experimented with different prob-
ing thresholds. Each time, we measured the average number of the required probes for
each delegation in the test set, the percentage of the optimal delegations, and the average
probing difference for the non optimal delegations (the average difference between the
optimal and the suggested delegation, calculated Witly,, (242)=Plddegateds) [y here
P(opt, s) is the optimal probing result for site B(delegated, s) is the probing result of
the suggested delegation for site s, arnd the number of the non-optimal delegations).

The preliminary results were very promising, considering the small number of the
migrating crawlers. We managed to significantly reduce the required number of probes
for each delegation (compared to the brute-force approach) and at the same time find
a near-to-optimal delegation. More precisely, with probing threshold set to 25msec
and with different number of sites used for building the hierarchy (250, 500, 750), we
managed to find an average of 89% optimal delegations with 78% of the probes that
were demanded in the brute-force approach. At this setup, the probing time difference
(for the non-optimal delegations) was 5msec. For a probing threshold set to 50msec,
the new results were 62% optimal delegations with 55% of the probes (again, compared
with the brute force approach), while the probing difference was 17msec. Finally, with
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Threshold| Optimal(%) | Suboptimal(%)| Probing Time| Required
Difference | Probing(%)

25msec 89% 11% 4.8msec 78%
50msec 62% 38% 17msec 55%
75msec 43% 57% 22.9msec 42%

Table 8.1: Results of HiMicra with real data collected from the Internet

a probing threshold set to 75msec, the optimal delegations were 43% and the number
of probes 42% while the probing difference was only 23msec. The results are also
summarized in table 8.1.

As already noted, since we had an extremely small set of collaborating organizations
we were unable to test our approach with different branching factors (i.e. set the maxi-
mum number of children to more than 2). For example, setting a maximum number of
children to 3 would result in only two levels in our hierarchy (apart from the coordina-
tor), in which case the hierarchy would hardly serve its purpose of making a delegation
with less probes.

During our simulations we also experimented with various subsets of training sites
(sites used for the construction of the hierarchy). As expected, due to the small number
of URLSs that could be used for building the hierarchy (we only had 1000 probed sites),
the results when increasing/decreasing the URLs used for training were not significantly
differing. However, we expect that with a bigger training subseti.e. 10000 URLs (which
would be the case in the real Internet) the algorithm will be able to produce a better
hierarchy (more optimal delegations and less probes).

While at this experiment we had to reuse some of the URLs that were used at the
process of building our hierarchy, since we only had 1000 URLSs, this was not interfering
with our results. The process of building the hierarchy in HiMicra does not result at any
delegations. Furthermore, the probes we were using in the hierarchy building process
were not available to the delegation task. Instead, the coordinator was counting every
probe that was required, independent if this probe was also used during the construction
of the hierarchy.

The above results and our experiments did not include the actual execution (i.e. data
crawling) of the suggested delegation for practical reasons. Running such a function
in the twelve foreign hosts could be characterized as network attack, and would also
take significant time and use important resources, that the collaborating networks could
not spare. However, based in the previous experiments (section 8.3 and section 8.2),
during which we showed direct correlation of probing and downloading time, we argue
that the downloading time for the HiMicra delegation would be very near to the optimal
downloading time. Thus, we expect the downloading time to be one order of magnitude
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Optimal Average time difference Required | Number
delegations (%) in the non-optimal delegationsprobes(%)| of crawlers

90% 18msec 68% 10
63% 19msec 37% 25
50% 20msec 27% 40
46% 21msec 18% 50

Table 8.2: Influence of the number of crawlers in the HiMicra methodology

less compared to the average downloading time with a random assignment of URLSs to
the available crawlers.

In order to get a better insight of our methodology, we simulated HiMicra with a
larger set of generated data. More precisely, we generated a data set with 50 crawlers
and 2000 URLs. The generated probing times for the 50 crawlers were clustered around
50 gaussian distributions of varying mean value and deviation. While the data used in
this experiment was not necessarily representing the Internet real structure, with this
test, we could easily test the scalability of the method, that is, how the method reacts
when the number of crawlers is increased. We repeated the experiment with 10, 25 and
40 crawlers, and compared the results.

The results of the last experiment (with the generated data) revealed that, while
the number of crawlers increases, the percentage of the required probes compared to
the respective probes needed in the brute-force approach is importantly decreased. For
example, with the same threshold (25msec), and with the same subset of sites devoted
to the building of the hierarchy (250 sites), when having 10 crawlers we managed to
reduce the number of the required probes for the delegation to 66% (compared to the
brute-force approach). With 25 crawlers, the required probes were reduced to 39%, and
with 40 crawlers they were reduced to 27%. Finally, with 50 crawlers, we only had
to make 19% (less than 1/5)of the probes that a brute-force approach would require.
These results were very similar in all our experimental setups (with different probing
threshold and different size of the subset of URLs used in building the hierarchy). In
table 8.2 we summarize our results with a probing threshold set to 50msec and 500
sites used for training. We also noted that the optimal delegations in our experiments
were decreasing while the number of crawlers was increasing. Nevertheless, this does
not reduce the value of the methodology for the following reasons: (a) the suboptimal
delegations were very near to the optimal ones, and (b) this may not be the case with
real data, collected from the Internet.

In this experimental setup, the number of the sites used for building the hierarchy
was not affecting the results significantly. While we had the opportunity to train the
hierarchy with a significant number of sites, the probing results for these sites were
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all generated from gaussian distributions. Thus, when varying the quantity of the sites
used for building the hierarchy, the results did not significantly change. In fact, using
250 sites for building the hierarchy was sufficient for capturing the artificial Internet
structure since it resulted in very similar results with the ones we had when using 1750
sites. For instance, varying only at the number of sites used for building the hierarchy,
with the training threshold set to 25msec and 10 available crawlers, we got the following

results:
# of sites used Required probes (%) Optimal delegations (%
for training
250 66% 92%
500 68% 89%
750 67% 90%
1000 69% 89%
1250 67% 91%
1500 68% 90%
1750 66% 92%

We do not argue that the results of the experiment with the generated data stand in
the real Internet. However, the experiment reveals the importance of the number of the
crawlers. Under the same setup (with the same set of sites) we can see that HiMicra
saves more probes as the number of crawlers increases. We expect this to be valid also
in the real Internet, and this is the exact importance of this experiment.

8.6 Evaluation of IPMicra

In a previous section we evaluated location aware web crawling and confirmed that it can
actually reduce the downloading time to one order of magnitude. However, the brute
force location aware web crawling approach required an extensive number of probes,
making the method difficult to scale. For this reason we suggested the IPMicra ap-
proach, which used data from the four RIRs to construct an IP addresses hierarchy and
use it to efficiently delegate each URL to the most near crawler. The evaluation of the
IPMicra methodology was not trivial and in order to correctly evaluate it, we should first
run it with a mass amount of real data. This is necessary since the assignment of subnets
(and thus URLS) to the various crawlers is dynamically adaptable (see section 7.6) and
an optimal placement with minimal probing is achieved over time. In fact, in a real
environment it should be done this way. Then, we should introduce a number of com-
pletely new URLs in the methodology and measure the following parameters: (a) the
success rate (the correct delegations), (b) the required number of probes, (c) the time
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required to execute the delegation (to download the URLs from the crawlers that have
been delegated to), and, (d) the time required to execute the optimal delegation. In the
experiment we should include as many collaborating machines as possible, and make
sure that these machines are, in network layer, far away from each other. However, the
execution of such an experiment was impossible due to practical difficulties. Probing
and then downloading of a mass amount of URLs from the collaborating machines for
the sake of our experiment would take a lot of time, and, even worse, could even be
detected as a network attack (i.e. denial of service attack). For this reason, we decided
to modify our experiment, as described below. The experiment included the following
steps:

1. We constructed an IP address hierarchy (as previously described) and introduced
the 12 available machines (spread over the Internet) that would be used for the
evaluation (hosting the migrating crawlers).

2. We selected 1000 static URLs randomly from our database, and divided them to
two subsets, subset A with 650 URLs and subset B with 350 URLs. Then, we
probed all the URLs in both the subsets from the 12 collaborating machines.

3. Following, we used the probing results for subset A to perform, for subset As
URLSs, the most optimal delegation of the URLSs in the subset (according to the
probing results, not according to the download time) to these 12 collaborating
machines.

4. Then, we updated the IP addresses hierarchy with these 650 delegations. This
update was simple, for each URL we just found the smallest subnet that included
the URL, and delegated it to the crawler that from step 3 was identified as the one
with the lowest probing time (representing the logical distance) for that URL.

5. Finally, we tried to execute the IPMicra algorithm, using the resulting hierarchy,
to delegate the remaining 350 URLs (the URLs of subset B). IPMicra, and our
‘trained’ hierarchy, did not know, up to now, any probing results for the URLSs in
subset B. So, we count the requests from IPMicra for probing results.

We also used the probing results for subset B to find the optimal delegation for these
URLs, for matters of comparison. Finding the optimal delegation for these URLs was
trivial, we just delegated each URL to the crawler with the lowest probing time.

During the experiment, we measured the following parameters: (a) the probing re-
guests for IPMicra during the delegation of the URLSs in subset B, (b) the success rate
of the URL delegations (compared to the optimal delegations), (c) the difference in the
probing time of the URL delegations from the optimal delegation. We repeated the
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experiment for 30 times, each time with different sets of URLS, with the same set of
crawlers. We also varied the probing threshold in the experiments. Collection of the
probing times for the experiment took place in low-use (local) hours of each crawler, in
order to avoid creating problems in the local networks (also used from human users).
Probing was done with both the suggested metrics, round trip time (withiriige tool)

and by timing arHTTP/HEADrequest with very similar results. Due to space limita-
tions, below we present only the results wgiing .

The experiment had very encouraging results. With a probing threshold set to
50msec, the delegation procedure resulted to 261 optimal delegations (average) from
the 350 (75%), with only 1048 probes, while the brute force location aware delegation
would require 12*350=4200 probes. Furthermore, the 89 sub-optimal delegations were
having an average probing difference from the optimal of less than 13 msec (and a max-
imum probing time equal to the probing threshold, which was 50 msec), which means
that they were very near to the optimal. Moreover, while for practical reasons the exper-
iment did not include many testing URLs (only 350), it was clear from the results that
as the hierarchy was getting more ‘trained’, the average number of the required probes
for the delegation of a URL was decreasing. For example, while the average number
of probes required for the delegation of all the URLs was 2.99 probes per URL, the
average number of probes for delegation of the last 50 URLs (after the hierarchy was
‘trained’ with the previous 300 URL delegations) was 2.66 probes per URL. For the first
300 URLs the average was 3.05 probes per URL.

These results show that the IPMicra methodology was able to approach the optimal
URL assignment, with as less as one fourth of the probes of the brute force approach
(described in section 5.3) and still have high quality results. Furthermore, in the cases
where IPMicra was making a sub-optimal delegation, the probing results between the
delegation of IPMicra and the optimal delegation was negligible (average of 13 msec).
Moreover, IPMicra appears very scalable and thus quite suitable for the real Internet
for a number of reasons: (a) IPMicra was improving its results and needed less probes
since each delegation was also saved in the hierarchy for further use, (b) adding more
crawlers in the IP hierarchy is straightforward and results in improving the IPMicra
algorithm (more and better distribution of IP subnets), and (c) the system includes dy-
namic calibration of URL delegations, for discovering and correcting invalid probing
results and delegations with negligible overhead.

In order to see how the value of the probing threshold affects our methodology we
repeated the experiment with a probing threshold set to 25msec and 100msec, and, as
expected, the results differed. In the first case, we required an average of 2051 probes
(instead of 4200). The optimal delegations in this case were 313 of 350 (90%), and
the average difference of the probing of the suboptimal delegations from the optimal
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Probing=25msec Probing=50msec
# of | optimal probes% optimal probes%
crawlers
6 558 67 434 45
12 891 54 703 29

Table 8.3: Comparison results with 6 and 12 crawlers. Optimal delegations and per-
cent of required probes compared to the brute force approach with the same number of
crawlers (probes/brute-force probes)

ones was 5,6 msec. In the second case, where we set the probing threshold to 100msec,
IPMicra required only 617 probes, and we had 187 successful delegations from the
350 (53%). Furthermore, the average difference of the suboptimal delegations from
the optimal ones was 29.9 msec. In all the sub-optimal delegations in both the cases,
as denoted from the algorithm, the maximum probing time was equal to the probing
threshold.

Finally, in order to investigate how the number of the available migrating crawlers
affects our methodology, we also ran the IPMicra simulation with a smaller crawlers
subset. We ran the experiment with a subset of 6 crawlers, instead of the original 12.
While the subset was too small for the real web size, the experiment revealed that the
number of web crawlers significantly affects the performance of the IPMicra algorithm.
We repeated the experiment multiple times, each time selecting a different subset of 6
crawlers. More precisely, in the experiment with 6 crawlers and probing threshold set
to 25msec, on average, we required 67% of the total probes in the original brute-force
approach(with 6 crawlers), while, with 12 crawlers, we required only 54% probes of
the total probes in the original brute-force approach 8.6. Similarly, when the probing
threshold was set to 50msec, on average, with 6 crawlers we required 45% of the probes
in the respective case with the brute-force approach, while with 12 crawlers we required
only 29% of the probes in the respective case with the brute force approach 8.6. This
practically means that the methodology is scalable and can handle an increasing number
of migrating crawlers due to the efficient algorithm for selecting the most promising
crawler. In fact, we expect that a testing in the real Internet with a much bigger number
of crawlers and an experienced hierarchy (with many delegations) will significantly
reduce the required probes, since a big portion of our hierarchy will already be assigned
to crawlers. Furthermore, in all the tests, the optimal delegations with the 6 crawlers
were significantly less than the optimal delegations with the 12 crawlers 8.3.

The above results and our experiments did not include the actual execution (i.e. data
crawling) of the suggested delegation for practical reasons. Running such a function
in the twelve foreign hosts could be characterized as network attack, and would also
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proach) with probing threshold=50msec

78



take significant time and use important resources, that the collaborating networks could
not spare. However, based in the previous experiments (section 8.3 and section 8.2),
during which we showed direct correlation of probing and downloading time, we argue
that the downloading time for the IPMicra delegation would be very near to the optimal
downloading time. Thus, we expect the downloading time to be one order of magnitude
less compared to the average downloading time with a random assignment of URLS to
crawlers.
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Chapter 9

Conclusions and Future Work

9.1 Conclusions 80
9.2 Future work 81

9.1 Conclusions

In this work we proposed distributed location aware web crawling, an alternative web
crawling method that can importantly alleviate the processing and network bottlenecks
which occur in the traditional web crawling systems. The suggested method is an ex-
tension of UCYMicra, which was able to distribute the crawling process in a number
of collaborative sites, but could not dynamically provide optimal delegation for any
newly-discovered URLSs.

We proposed and evaluated a number of approaches for distributed location aware
web crawling. The evaluation revealed that the brute force approach proposed in this
work was able to importantly reduce the time required to download all the web pages (by
one order of magnitude (compared to a location unaware distributed web crawler), but
required important probing, in order to find the best crawler to take over each domain
name. The HiMicra approach, building and using the hierarchy of migrating crawlers
to perform the delegations of the domain names to the crawlers, was also able to make
sufficient delegations, and at the same time reduce the need for probing importantly.
Finally, the IPMicra approach, using information available from the four Regional In-
ternet Registries, was able to provide a very near-to-optimal delegation of URLS to the
available migrating crawlers with a very inexpensive manner (importantly less probes).
Furthermore, our experiments revealed that IPMicra constantly calibrates and optimizes
the hierarchy, thus, improves in quality and reduces the need for probing during time.

We consider this work of significant importance due to the imperative need for a
scalable web crawler, that will be able to catch up to the expanding and rapidly changing
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web. IPMicra can be the solution to the web indexing problem faced from all the search
engines nowadays, this way reducing the time required to download the same set of
web pages byne order of magnitude compared to a location unaware distributed
web crawler. Furthermore, while the location aware infrastructure developed in this
work is powered from UCYMicra, it can be applied (as a framework) to any other (fully
or partially) distributed web crawler. The framework can even be applied in existing
commercial approaches, like the Google Search Appliance or Grub.

Moreover, the location-aware infrastructure developed in this work can be used as
a framework to facilitate several optimizations itself, for generic distributed applica-
tions in the Internet. For example, this framework could efficiently enhance the load
balancing schemes used from content delivery networks, such as Akamai.

9.2 Future work

While the current work has impressive results, we plan to continue working in the opti-
mization of the suggested approaches. First of all, we will soon improve the difference
algorithm implemented in the migrating crawlers, so that only the processed subset of
the updated data is transmitted over the Internet, in order to update the central search
engine database. Such an improvement can significantly reduce the data transmitted to
the search engine’s site from the migrating crawlers, and also importantly reduce the
workload in the coordinator (for integrating the results back to the database).

Furthermore, we plan to run the experiments in the real Internet with a significantly
larger set of migrating crawlers and web pages. Since all the suggested methods are
based in the migrating crawlers’ high distribution, we expect better results when the
number of migrating crawlers is increased. We also expect that both the proposed sys-
tems (HiMicra and IPMicra) will be favored from a more uniform distribution of the
migrating crawlers. The inclusion of more URLSs in our experiment (not only 1000) will
also let the IPMicra methodology to calibrate (optimize) for better results, and will help
toward a more efficient hierarchy in HiMicra.

Finally, we would like to address some scalability issues in the database compo-
nent. In our experiments we were always using commercial databases to implement
the database component. The commercial solutions could not offer a significant per-
formance for the web crawling task. Thus, in our experiments, since the web crawling
techniques alleviated the network and processing bottlenecks, we soon faced a bottle-
neck in the database component. The web crawling task has specific needs from the
databases(batch updates, compression, a big number of concurrent tasks, an enormous
file size, distributed database in different file systems). This functionality rarely opti-
mized in generic-use databases. Thus, we soon plan to work on the database of the
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system, probably by implementing an existing proposal for web crawlers, in order to be
able to test the distributed location aware systems with no database bottlenecks.
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