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Abstract. Semantic Web policies are statements that define the behav-
ior of a system acting on the Semantic Web. It turned out that current
policy frameworks lack important features in both, their representation
and their reasoning facilities. They typically do not allow for dynamics
such as evolution, i.e., the consistent modification of the policy while it
is evaluated at the same time, and reactivity, i.e., the ability to define
events and actions in a policy. Policy frameworks are also not flexible
enough to allow for priorities, i.e., a notion of weaker statements like “if
possible do this, of not, do that”. In this paper, I describe why these
features are crucial for advanced Semantic Web policies. Based on this, I
motivate my PhD which aims at advanced Semantic Web policies provid-
ing both, dynamics including evolution and reactivity, and the flexibility
to express priorities.

1 Research Topic Overview

In an open environment such as the Semantic Web, agents act on behalf of real
users because systems are more efficient and less error-prone. Semantic Web
agents automatically take decisions, react to events, and perform actions. For
the definition of an agent’s behavior so-called policies are used describing how
a system behaves under certain conditions. Semantic Web policies have recently
gained a lot of research focus (see [1] for an overview). Among the diverse ap-
proaches to define a Semantic Web policy, rule-based policies play an important
role. This is due to the fact that rules—being part of the Semantic Web stack—
allow for a declarative definition of a system’s behavior. Moreover, there are
powerful reasoning mechanisms available (such as logic programming) in order
to evaluate rules and they are therefore exploitable for an efficient behavior con-
trol. I will focus on rule-based policy languages throughout this paper. With the
help of the following scenario I am going to extract requirements an advanced
Semantic Web policy framework should address.

A Semantic Web Scenario

A Semantic Web Broker is programmed with a set of declarative policy rules in
order to notify members of a project about changes and progress in the project.
Therefore the Broker collects information about the project exposed in the Se-
mantic Web and passes it to registered and authorized members (some informa-
tion is for project leaders only, etc.). Whether a user is registered or not depends



on several conditions, such as being an employee of a project partner, being an
owner of a certain ID card, or havong an entry in one’s FOAF description. A user
can prove her membership by providing digitally signed credentials. There are
policies stating which member is notified about what kind of information update.
In addition, project members themselves are allowed to define their preferences
concerning when and how the Broker should notify them. Alice is a project
member. One of her preferences states that she prefers to be notified via Instant
Messenger. Only if her Messenger client is not available for any reason (e.g.,
because she is offline) she accepts notifications via email. Moreover, concerning
the disclosure of credentials (e.g., in order to prove her project membership), she
prefers to disclose her University Member Credential instead of her passport.

Requirements

Beyond the well-known requirements for Semantic Web policies such as ex-
pressiveness, simplicity, enforceability, scalability, and analyzability [2], three
additional requirements can be extracted from the scenario:
1. Evolution. Systems acting on the Semantic Web as well as the Semantic
Web itself are evolving. That is, systems change their behavior as well as the
knowledge available in the Semantic Web changes. For example, the knowledge
about whether a person is a member of the project or not may evolve. Also the
policy specifying who is going to be notified about what may evolve. But what
if during an ongoing transaction these policies change? What if the Semantic
Web knowledge forming the base for a decision changes? These situations may
cause inconsistent states of knowledge which have to be foreseen and avoided.
This is of particular importance for policy-based trust negotiations [3] (e.g., for
disclosing a membership credential in the scenario): trust negotiations may take
longer than only one second and changing the policies in such cases may lead to
an undesired disclosure of information [4]. In summary, policy frameworks should
show consistent behaviour in case information changes during a transaction.
2. Reactivity. A Semantic Web system (as the Broker described in the sce-
nario) has to be able to react. For example, the Broker is triggered whenever
information about the project changes. That means, the Broker’s policy states
that, in case such a change is detected, a certain action has to be executed (in
our case, project members will be notified). Therefore, a Semantic Web policy
has to be reactive in its nature. This includes, on the one hand, a notion of
events, composed events, and time as part of the policy language. On the other
hand, reactions to events have to be enforced; therefore, actions, their sequences,
and their flow control have to be part of the policy language’s semantics.
3. Priorities. Policies are used to provide a system with a set of statements
that exactly define its behavior. But, more often than not, reality is not as exact
as a declarative rule. Some rules may contain a priority statement and therefore
extend the meaning of the policy. For example, Alice prefers notifications via
Instant Messenger to notifications via email. This forms a special kind of a
policy: it is not clearly stated for which cases which alternative applies; it is solely
stated that the first alternative should happen if possible, and which alternatives



she accepts if not. Therefore, it is needed to provide a policy language with
subjective expressions such as ”if possible, conclude this, if not, conclude that”.
These priority expressions introduce the possibility for more intuitive policy
definitions.

Research Problem and Expected Impact

It turned out that current policy frameworks are far too restrictive to allow
for evolution, reactivity, and notions of priorities. This forms the motivation of
my PhD research: while being in my second year of PhD, I am concerned with
studying how one can allow for these three requirements in a policy-based Se-
mantic Web environment. As part of this, I study current Semantic Web policy
frameworks, ongoing research towards Evolution and Reactivity on the Semantic
Web as well as in logic programs, and logic programs allowing for preferences
as part of their semantics. The goal of my PhD is to provide fundamental mod-
els for policy languages and policy frameworks that allow for these three basic
requirements. I will develop a policy language that provides these requirements
and implement a Semantic Web policy framework based on this language provid-
ing powerful policy reasoning mechanisms while still accounting for reactivity,
evolution, and priorities.

2 Related Work and Challenges

In this section, I will focus on the three requirements extracted in the previous
section, show that current Semantic Web policy frameworks do not address them,
and where potential solutions have been studied already.

1. Evolution. Evolution on the Semantic Web has been studied intensively
in recent years. The main focus of the research was notifying and distributing
evolving knowledge in the Semantic Web by means of reactive rules. Although
evolving knowledge has to be taken into account carefully (see next paragraph
about reactivity), but what has not been addressed so far is the need for evolving
rules on the Semantic Web: what if an agent’s policies change while it is already
acting in this very moment? What if the policy protecting certain private in-
formation changes during a policy-based negotiation? A first solution for that
problem is provided in [4] in the area of policy-friven trust negotiations. Still,
this approach does not completely address the problem of informing the negoti-
ation partner about changes in the local policy. In [5] the evolution of digitally
signed credentials are considered in the process of policy-based access control.
The work in [5] defines several levels of consistency avoiding that a provided
credential that becomes invalidated before the end of a trust negotiation causes
an undesired disclosure of private information. But the authors left open which
kind of inconsistencies may occur if during a negotiation the policies themselves
become invalid, i.e., some policy statements are deleted, added, or modified. The
evolution of rules in terms of updating a logic program is a hot topic in the area



of logic programming. The most prominent example is Dynamic Logic Program-
ming [6]. This paradigm provides a semantics for the update of not only simple
facts but also rules in generalized logic programs. Therefore, this paradigm fits
well cases where the update of a logic program requires a possible revision of for-
mer knowledge. But the problem I am targeting at goes even further: it requires
a semantics for updates which are performed during the evaluation of a logic
program (in our case a set of policy rules). Therefore, Dynamic Logic Program-
ming may provide a first step but does not handle updates at the granularity
required for the updates of policies for example during a policy negotiation.

2. Reactivity. Reactivity as part of a powerful policy language has not been
introduced so far. Except Ponder [7] which is an object oriented policy language
that—even though it includes reactivity—does not support most of the other
Semantic Web requirements (e.g., interoperability, well-defined semantics, rea-
soning, etc.). A reactive policy language requires a clear semantics for reactivity.
Reactivity is a paradigm known from active databases where reactive rules were
used to consistently update a database automatically according to modification
of entries [8]. Later, reactivity became a prominent research field in the area
of Semantic Web [9]. Reactivity on the Semantic Web is concerned with the
reaction to certain events, that is, in most of the cases, updates of Semantic
Web knowledge exposed in form of RDF statements. Reactions to events may
include the update of another Semantic Web peer’s knowledge in order to keep
a consistent knowledge in the whole Semantic Web. Typically, reactive behavior
is described via Event Condition Action Rules (ECA-Rules) written in the form
ON FEvent IF Condition DO Action. Current reactive Semantic Web solutions
are, to mention a few, XChange [10], Reaction RuleML [11], and 73 [12]. So-
lutions for my work will be inspired by those approaches. But, looking back at
the scenario, it becomes clear that although ECA-frameworks provide reactivity,
they are general-purpose Semantic Web reasoners for reactive rules and lack spe-
cific solutions for advanced agent control: they do not model specific interactions
between agents which are needed for negotiations, delegations, and contextual
information disclosure. Moreover, the evolution of rules is also not part of any
ECA-language’s semantics.

3. Priorities and Preferences. Priorities or preferences are currently not part
of any Semantic Web policy language. The definition of preference statements
expressing priorities as part of a logic program has been addressed since one
decade now. The idea behind such a statement is to express a human’s wishes of
the form “if possible conclude A if not conclude B if both are not possible
conclude C' ...”. A solution for including these preference rules in logic pro-
grams was presented in [13]. Based on this work, a preference-enabled solution
for policy-driven network control was introduced in [14]. Since this approach
addresses the rather technical problem of network control, it does not include
main requirements for a Semantic Web scenario, for example policy-driven nego-
tiations and shared concepts. For more related work in that direction I point the



reader to [15]. In the database area, preferences are commonly used to allow for
more intuitive and therefore user-friendly queries [16, 17]. These queries contain
an “if possible” combined with an order of alternative values with decreasing
preference. The result set of such queries is the well defined set of optimal re-
sults (often referred to as skyline of the preference query). This approach I
extended for the use in policy-driven trust negotiations in [15] where preferences
over credentials to be disclosed are exploited to guide a negotiation. Still, an ad-
vanced policy language should allow preferences on arbitrary predicates in the
language, not only over credentials. Both orthogonal approaches, i.e., priorities
in logic programs and preference queries in databases, provide some basic ideas
of how preferences in policies may be formulated and evaluated; but they do not
form a solution that incorporates priorities into an advanced policy language.

3 Achievements, Current State, and Work Plan

In the past first year of my PhD I was concerned with studying existing Se-
mantic Web policy frameworks, preferences and evolution in logic programs,
and reactivity on the Semantic Web. I was involved in the REWERSE project
and took part in the development of Protune (PRovisional TrUst NEgotiation),
an expressive logic-based policy framework [18]. T studied preference-based ap-
proaches and developed a general theoretical model of how to incorporate pref-
erences in policy-driven agent negotiations [15]. This work already forms a basis
for a priorities-enabled policy framework. Together with the Computer Science
Department of the Universidade Nova de Lisbon, Portugal, I am currently de-
veloping a reactive policy framework prototype based on r? and Protune. 3
(Resourceful Reactive Rules) is a Semantic Web framework to express reactivity
by means of ECA rules [12]. T also considered different use-cases and applica-
tion scenarios for advanced policies (e.g., [19]). One particular direction I am
following is to exploit advanced policies for extending current Instant Messenger
and VoIP applications in order to allow for automated behavior control (as it is
partially described in the scenario). Future steps of my PhD include the evalua-
tion of advanced policies against these use-cases and application scenarios. The
evaluations will be carried out in some of the research projects I am currently
involved in such as OKKAM and TENCompetence [19]. Other steps of my PhD
will focus on the remaining parts towards an advanced Semantic Web policy
framework, namely to investigate current algebras of time in order to develop
a suitable and powerful notion of time for a fine-grained definition of events in
advanced policies. I plan to develop a model describing whether the modification
of a rule set influences an ongoing decision process (i.e., reasoning process) thus
solving the policy evolution problem. This will result in a policy negotiation
model that includes notifications about such rule modifications. It is a known
problem that preferences in logic programs increase complexity. Therefore, it has
to be investigated which kind of preferences provide a sufficient expressiveness
while being scalable at the same time.
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