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Privacy Control in Social Platforms  

letÕs have a look É  
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Flickr 
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         Facebook 
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MySpace 
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Current privacy settings: 

¥  loads of combo boxes and check boxes 
¥  a fixed set of groups or attributes of a requester  

¥  a fine grained definition for each field in your profile 
¥  a Òclosed worldÓ for privacy decisions (no external evidences) 
¥  no advanced evidences, such as digital credentials 
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No way to express privacy policies like 

Only family members can  
see pictures geotagged at  
my house. 

ESWC09 participants can see  
pictures tagged with Ôeswc09Õ  
for two months from now. 

Slides tagged with ÔlectureÕ can  
only be accessed by users providing 
their digitally signed student id. 

Every family member is a friend as well. 
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Semantic Web Policies 
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Semantic Web Policies 

A policy is  
Òa (declarative) description of the behavior of a systemÓ. 

Semantic Web policies: 

¥  have a well define semantics 
¥  incorporate information from difference knowledge sources 
¥  gained a lot of research effort in the last years 
¥  several policy frameworks and policy languages are available 
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Semantic Web Policies: Features 

!   Privacy statements can be changed/updated 
"   without re-coding, re-compiling, re-installing, etc. 
"   in a costless manner 

!   Reasoning on privacy statements 

!   Generation of explanations 

!   Reusability 

!   Extensibility 

!   Context-sensitivity 

!   Verifiability 
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Protune Ð a policy framework 

a policy framework  developed at L3S Research Center  
and Naples University 

provides a logic-based , declarative  policy language 
features include 

!   trust negotiation 
!   external actions   

"   access to relational databases,  
"   RDF stores,  
"   file system requests,  
"   time and location-aware packages         http://policy.L3S.uni-hannover.de/ 

!   policy explanations 
"   ÒYou cannot access because É Ó (in contrast to just ÒAccess denied.Ó) 



SPOT2009    06/01/2009 Philipp KŠrger, L3S Research Center 13 

Using policies for Social Platforms É 

Getting back to the problem: 
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How does a policy look like? 

¥  machine-understandable 

¥  declarative 
¥  formal syntax 
¥  logic-program-like semantics 

¥  unintuitive and hard to grasp for users 
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A natural language representation of policies 

= 
If the requester is a friend and the resource is a family-picture

 then the requester can access the resource. 
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Controlled Natural  Languages 
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Controlled Natural Language (CNL) 

¥  is a subset of natural language (NL) 
¥  CNLs have a formal, machine-understandable semantics that is

 unambiguous:  

ÒBob sees the girl with the telescope.Ó  

ÒBob and John are friends. He is my friend, too.Ó  

are always given the same semantics. 
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ProACE Ð a controlled natural policy language 

¥  a subset of the controlled natural language ACE 
¥  each ProACE can be translated into a Protune policy 
¥  still a subset of natural language (not every sentence is possible) 

   ÒIf the requester is older than 18 and  
    she is BobÕs friend then she can  
    access everything which is in  
    Ôadult-content-folderÕ.Ó 

   ÒIf the company of a credit-card is ÒVISAÓ  
    then the credit-card is accepted.Ó 
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Again, getting back to the problem: 

Using Natural Language Policies  
for Privacy Control in Social Platforms 

¥  allows the user the create arbitrary conditions for access of resources
 or profile 
!  not restricted to predefined groups or attributes  

¥  may access external information about the requestors outside the
 social platform 
#   e.g., if he is enrolled at your university  

¥  natural language policies are more intuitive to the user 
!  more than formal syntax  
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Prototype: 
CNL Policies for LearnWeb2.0 
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Implementation: Privacy policies in LearnWeb2.0 

LearnWeb2.0  
¥  a platform for sharing, tagging, commenting resources 

¥  intended for collaborative learning 
¥  meta-platform that wraps several Web2.0 platforms 
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Summary 

¥  Privacy settings on social platforms are too strict 

¥  (Semantic Web) Policies are more expressive 

¥  Controlled Natural Language is a way to make them available to
 common users 

¥  CNL policies are more handy than loads of combo boxes 
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Thanks for your attention. 

Philipp KŠrger 
L3S Research Center 

kaerger@L3S.de 
www.L3S.de/~kaerger 


